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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	
	

	No
	X
	X
	X
	X
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	X
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.

	
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	950016
	Security Assurance Specification (SCAS) for 5G Rel-17 Features (SCAS_5G_ph2)
	Baseline of Rel 18

	870020 
	Security Assurance Specification for 5G (eSCAS_5G)
	Baseline of Rel 17

	790015
	Security Assurance Specification for 5G
	Baseline of Rel 16


	
3	Justification
The Common API Framework (CAPIF) for 3GPP northbound APIs is a 3GPP-defined framework that standardizes how network APIs are exposed, discovered, and consumed in mobile networks, particularly in 5G and beyond [3]. CAPIF is designed to streamline interactions between applications, services, and 3GPP-based networks (e.g., 5G, LTE) by providing a unified approach to API management.
The present WID investigates requirements of security and privacy impacts regarding the procedures introduced in the “Study on security aspects of Common API Framework (CAPIF) Phase3” [2], translated to the normative specification TS 33.122 “Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs” [1]. 
The WID aims to prepare SCAS test cases for the CAPIF Core Function on the basis of security aspects and requirements for resource owner authorization, CAPIF interconnection, nested API invocation as well as authentication and authorization of multiple API invokers.
TS 33.122 [1] defines several additional security mechanisms to enhance the protection of the Common API Framework and the CAPIF Core Function. For example:
· Security procedures for onboarding and offboarding API invokers are defined.
· Authentication and authorization procedures are defined for API exposing functions.
· Security procedures for Resource owner-aware northbound API access are defined.
· Security procedures for CAPIF interconnection are defined.
For that reason, it is important to have a separate SCAS for the CAPIF Core Function to address possible security concerns not covered in TS 33.117 [4]. The work item proposes to identify and define specific security requirements to ensure the security of the Common API Framework (CAPIF) for 3GPP northbound APIs. The SCAS for CAPIF Core Function also aims to include functional and baseline security hardening (e.g., vulnerability) requirements for security assurance.
The WID aims to cover testcases on CAPIF core function interfaces, that may provide security related functionality. The following interfaces are in scope:
· CAPIF-1e and CAPIF-1 to the API invoker according to TS 23.222 [3] clause 6.2.0
· CAPIF-3, CAPIF-4 and CAPIF-5 to the API provider domain within the PLMN trust domain according to TS 23.222 [3] clause 6.2.0
· CAPIF-3e, CAPIF-4e, CAPIF-5e to 3rd party API providers according to TS 23.222 [3] clause 6.2.1
· CAPIF-6 and CAPIF-6e for CAPIF interconnection according to TS 23.222 [3] clause 6.2.2
· If a deployment within a single NF is chosen, some interfaces are considered NF-internal, therefore (non-)applicability is marked in the regarding test cases, e.g. in a deployment of CAPIF core function and API provider domain within a NEF as in TS 23.222 [3] Annex B.2.2.2, the interfaces CAPIF-3, CAPIF-4 and CAPIF-5 are considered NF-internal and therefore related test cases do not apply.)
[1]          TS 33.122, “Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs”, Release 19
[2]	TR 33.700-22, “Study on security aspects of Common API Framework (CAPIF) Phase3”, Release 19 Void
[3]	TS 23.222, "Common API Framework for 3GPP Northbound APIs", Release 19
[4]	TS 33.117, “Catalogue of general security assurance requirements”, Release 19
[5]	TR 33.926, “Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes”, Release 19
4	Objective
[bookmark: OLE_LINK68]The objective is to develop the SCAS for the CAPIF Core Function network product class, with the aim to:
-	WT1: Identify critical assets and threats of the CAPIF Core NF Function not already covered in TR 33.926 [5].
[bookmark: OLE_LINK243][bookmark: OLE_LINK244]-	WT2: Develop specific security functional, hardening, and vulnerability testing requirements and related test cases. 
	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	Inter Work Tasks Dependency 


	1.
	0
	10.5 TU
	No
	

	2.
	0
	10.5 TU
	No
	

	
	
	
	
	



Total TU estimates for the normative phase: 1.0 TU 
Total TU estimates: 1.0
5	Expected Output and Time scale

	New specifications 

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	33.xxx
	Security Assurance Specification (SCAS) for CAPIF Core Function
	TSG#111
(Mar 2026)
	TSG#112
(Jun 2026)
	Joerg Andreas
(BSI DE)



	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TR 33.926
	Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes
	TSG#112
(Jun
 2026)
	



6	Work item Rapporteur(s)
TBD
7	Work item leadership
SA3
8	Aspects that involve other WGs
None
9	Supporting Individual Members
	Supporting IM name

	BSI (DE)

	Montsecure

	Deutsche Telekom

	MITRE

	IITB

	BMWE

	Keysight





