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Begin of Changes

[bookmark: _Toc208241648]A.2	RESAIOT and XRESAIOT derivation function
When deriving a 128 bit RESAIOT and 128 bit XRESAIOT from 256 bit KAIOT_root, the following parameters shall be used to form the input S to the  KDF:
-	FC = 0xZZ,
-	P0 = RANDAIOT_n,
-	L0 = length of RANDAIOT_n (i.e. 0x00  0x10),
-	P1 = RANDAIOT_d.
-	L1 = length of RANDAIOT_d (i.e. 0x00  0x10),
-	P2 = AIoT device permanent identifier,
-	L2 = length of AIoT device permanent identifier,
The input key KEY shall be KAIOT_root.
The RESAIOT/XRESAIOT is identified with the 128 least significant bits of the output of the KDF.

[bookmark: _Toc19634917][bookmark: _Toc26875985][bookmark: _Toc35528752][bookmark: _Toc35533513][bookmark: _Toc45028894][bookmark: _Toc45274559][bookmark: _Toc45275146][bookmark: _Toc51168404][bookmark: _Toc178181587][bookmark: _Toc208241649]A.3	KAIOTF derivation function
When deriving a 256 bit KAIOTF from 256 bit KAIOT_root, the following parameters shall be used to form the input S to the  KDF:
-	FC = 0xZZ,
-	P0 = RANDAIOT_n,
-	L0 = length of RANDAIOT_n (i.e. 0x00  0x10),
-	P1 = RANDAIOT_d.
-	L1 = length of RANDAIOT_d (i.e. 0x00  0x10),
The input key KEY shall be the KAIOT_root. 
[bookmark: _Toc208241650]A.4	KCommand_enc and KCommand_int derivation function
When deriving a 128 bit KCommand_enc or 128 bit KCommand_int from KAIOTF, the following parameters shall be used to form the input S to the  KDF:
-	FC = 0xZZ,
-	P0 = algorithm identity as specified in TS 33.501[5].
-	L0 = length of algorithm identity (i.e. 0x00 0x01)
The input key KEY shall be the KAIOTF. 
The KCommand_enc / KCommand_int is identified with the 128 least significant bits of the output of the KDF.

End of Changes
