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	*** START OF CHANGES ***


[bookmark: _Toc208241635]5.3.2	Security procedure on information protection during command procedure


Figure 5.3.2-1:  Security procedure on the information protection during command procedure
1.	The command procedure is initiated as specified in step 1-6 of clause 6.2.3 of TS 23.369 [2].
     2.	The procedure as described in clause 5.2.2 shall be performed. The device and AIOTF acquires the KAIOTF key to be used for command protection. The derivation of KAIOTF key is specified in Annex A.3. 
3.	The AIOTF shall construct a AIOT NAS Command Request and protect the message based on the KCommand_enc, KCommand_int, and the confidentiality and integrity algorithms for the AIoT device. The AIOTF shall send the protected AIOT NAS Command Request containing an indication on whether cyphering is activated or not to NG-RAN. The derivation of KCommand_enc and KCommand_int is specified in Annex A.4. If ciphering is activated (i.e., the ciphering algorithm is 128-NEA2), the AIOT NAS Command Request message is partly ciphered with the exception that the indication on whether ciphering is activated or not is in clear text.
NOTE 1: The whole AIOT NAS Command Request message is integrity protected. If confidentiality algorithm is not null-scheme, the AIOT NAS Command Request message is partly ciphered with the exception that the selected protection algorithms are in clear text.
4.	The NG-RAN shall send a R2D message containing the protected AIOT NAS Command Request as specified in as specified in TS 38.300 [3] and TS 38.391 [6].
NOTE 2: It is left to implementation when KAIOTF is derived on the device. 
5.	The AIoT device shall derive the KCommand_enc, KCommand_int and process verify the integrity of the protected AIOT NAS command messageRequest. If the verification of integrity is successful, the AIoT device shall decipher the protected AIOT NAS Command Requestit in case it is confidentiality protected if ciphering is activated. The AIoT device shall construct an AIOT NAS Command Response and protect the messageit based on the derived key(s) and the received indication on whether ciphering is activated or notKCommand_enc and KCommand_int key using the same algorithms. 
6.	The AIoT device shall send a D2R message containing the protected AIOT NAS Command Response to the NG-RAN as specified in as specified in TS 38.300 [3] and TS 38.391 [6]. 
7.	The NG-RAN shall forward the protected AIOT NAS Command Response containing the protected AIOT NAS Command Response to the AIOTF.
8-9.	The AIOTF shall process verify the integrity of the protected AIOT NAS cCommand Response message. If the verification of integrity is successful, the AIoT deviceAIOTF shall decipher it the protected AIOT NAS Command Response in case it is confidentiality protectedif ciphering is activated. Then, the AIOTF shall continue the procedure as specified in clause 6.2.3 of TS 23.369 [2].
NOTE 2: It is assumed that there is only one round of command procedure per device following an inventory procedure. Since the KAIOTF key is fresh, there is no need for additional freshness parameters for replay protection.
NOTE 3: It is assumed that in the present document no new algorithms will ever be introduced for information protection during command procedure. 

	*** NEXT CHANGE ***



[bookmark: _Toc208241636]5.3.3	Input and output parameters to integrity algorithm
The input parameters to the integrity algorithm as described in Annex D.3 in TS 33.501[5] shall be set as follows.
The KEY input is equal to the K Command_int key.
The MESSAGE is set to the content of AIOT NAS Command Request or AIOT NAS Command Response.
The DIRECTION bit is set to 0 for uplink and 1 for downlink.
The BEARER is set to all zeros.
The COUNT is set to all zeros. 
The output is a 32-bit message authentication code used for integrity verification.

	*** END OF CHANGES ***
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