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**** START OF CHANGES ****
[bookmark: _Toc11226338][bookmark: _Toc26800032][bookmark: _Toc35438840][bookmark: _Toc35439171][bookmark: _Toc202197373]7.2.6.2	Establishment of keys for cryptographically protected radio bearers
The procedure the UE uses to establish cryptographic protection for radio bearers is initiated by an (extended) NAS Service Request message or TAU Request message with the active flag set from the UE to the MME. The MME may initiate the procedure to establish cryptographic protection for radio bearers when the "active flag" is not set in the TAU request and there is pending downlink UP data or pending downlink signalling.
Upon receipt of the NAS message, if the MME does not require a NAS SMC procedure before initiating the S1-AP procedure INITIAL CONTEXT SETUP, the MME shall derive key KeNB as specified in clause A.3 using the NAS COUNT [9] corresponding to the NAS message and the KASME of the current EPS NAS security context. The MME shall further initialize the value of the Next hop Chaining Counter (NCC) to zero. The MME shall further derive a next hop parameter NH as specified in clause A.4 using the newly derived KeNB and the KASME as basis for the derivation. The MME shall further set the the value of the Next hop Chaining Counter (NCC) to one. This fresh {NH, NCC=1} pair shall be stored in the MME and shall be used for the next forward security key derivation. The MME shall communicate the KeNB to the serving eNB in the S1-AP procedure INITIAL CONTEXT SETUP. The UE shall derive the KeNB from the KASME of the current EPS NAS security context.
As a result of the (extended) NAS Service Request or TAU procedure, radio bearers are established, and the eNB sends an AS SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the derivation of the KeNB. The KDF as specified in Annex A.3 shall be used for the KeNB derivation using the KASME of the current EPS NAS security context. The UE shall further derive the NH parameter from the newly derived KeNB and the KASME in the same way as the MME. From the KeNB the RRC protection keys and the UP protection keys are derived by the UE and the eNB as described in clause 6.2.
NOTE:	At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing vertical key derivation.
If the NAS procedure establishing radio bearers contains an EPS AKA run (which is optional), the NAS uplink and downlink COUNT for the new KASME shall be set to the start values (i.e. zero). If the NAS procedure establishing radio bearers contains a NAS SMC (which is optional), the value of the uplink NAS COUNT from the most recent NAS Security Mode Complete shall be used as freshness parameter in the KeNB derivation from fresh KASME of the current EPS NAS security context when executing an AS SMC. The KDF as specified in Annex A.3 shall be used for the KeNB derivation also in this case.
The case that the UE is using Control Plane CIoT EPS optimisation (with or without overhead reduction) to send data over NAS and S1-U bearers are established (due to either a request from the UE or decided by the MME - see 5.3.4B.3 of TS 23.401 [2]) works as follows. The UE and MME shall always use the value of the uplink NAS COUNT from the Control Plane Service Request or EMM Transport message that was sent to transition the UE from idle to active as freshness parameter in the derivation of the KeNB unless there has been a subsequent NAS Security Mode Complete. If there was a subsequent NAS Security Mode Complete, then the UE and MME use the value of the uplink NAS COUNT from the latest NAS Security Mode Complete message as freshness parameter in the derivation of the KeNB.
**** NEXT CHANGE ****
[bookmark: _Toc11226376][bookmark: _Toc26800070][bookmark: _Toc35438878][bookmark: _Toc35439209][bookmark: _Toc202197414]8.1.2	NAS integrity activation
NAS integrity shall be activated using the NAS SMC procedure or after a handover to E-UTRAN from UTRAN/GERAN. Replay protection shall be activated when integrity protection is activated (except for when the selected integrity protection algorithm is EIA0, see Annex B). Replay protection shall ensure that the receiver only accepts each particular incoming NAS COUNT value once using the same NAS security context. Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or MME. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or MME in certain cases where it is not possible to apply integrity protection as specified in TS 24.301 [9]. While some NAS messages such as reject messages need to be accepted by the UE without integrity protection, the MME shall only send a reject message that causes the CSG list on the UE to be modified after the start of NAS security. The UE shall discard any message modifying the CSG list if it is not integrity protected.
NAS integrity stays activated until the EPS security context is deleted in either the UE or MME. In particular the message that initiates a NAS service request procedure shall always be integrity protected and the NAS attach request message shall be integrity protected if the EPS security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS-MAC is 32 bit. The full NAS-MAC shall be appended to all integrity protected messages except for the NAS service request message. Only the 16 least significant bits of the 32 bit NAS-MAC shall be appended to the NAS service request message. 
The use and mode of operation of the 128-EIA algorithms are specified in Annex B.
[bookmark: _Toc11226377][bookmark: _Toc26800071][bookmark: _Toc35438879][bookmark: _Toc35439210][bookmark: _Toc202197415]8.2	NAS confidentiality mechanisms
The input parameters for the NAS 128-bit ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 8.1, with the exception that a different key, KNASenc , is used as KEY, and there is an additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.
If UE in EMM-IDLE mode uses Control Plane CIoT EPS optimisation for data transport, an initial plain NAS message including user data needs to be:
· [bookmark: _Hlk210043248] partially ciphered if it is a Control Plane Service Request message (see clause 4.4.5 of TS 24.301 [9])  with the same encryption algorithm that was agreed during the NAS SMC exchange and where. In this case the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered; or.
· [bookmark: _Hlk210043309]ciphered if it is an EMM Transport message (see clause 4.4.5 of TS 24.301 [9]).
The use and mode of operation of the 128-bit ciphering algorithms are specified in Annex B.
NOTE:	In the context of the present clause, a message is considered ciphered also when the NULL encryption algorithm EEA0 is applied.
**** END OF CHANGES ****

