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Comments
Proposal is to add a Key Issue under RAN security area in 6G Security SID TR 33.801-01.
* * * First Change * * * *
5.2.3.y	Key issue #2.y: Risk mitigation for MAC-CE
[bookmark: _Toc212013912]5.2.3.y.1	Key issue details
Security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. This forms the basis of Access Stratum (AS) security, as layers below PDCP—including the Medium Access Control (MAC) layer—are left unprotected in previous generations as they were not considered to hold information requiring cryptographic protection given the threat landscape for which they were designed.
The MAC Control Element (MAC-CE) is a signaling message used at the MAC layer to manage time-critical control functions. MAC-CEs are essential for Layer 2 operations, conveying control information for resource management, scheduling, power control, and link maintenance. MAC-CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. More MAC-CEs may be introduced in current and future releases.
The MAC-CE Cell Switch Command was introduced in 5G-Advanced for the low-latency L1/L2 Triggered Mobility (LTM) procedure. In Rel-19, this command, which acts as the handover trigger, carries the Next-hop Chaining Counter (NCC) – used for deriving security keys for the handover, in clear. In addition to the LTM Cell Switch Command MAC CE, attacking the critical parameters in other MAC CEs could also possibly lead to the RAN procedure failure or system service failure. Furthermore, some MAC CE parameters that were once considered not privacy-sensitive may become exposed to privacy risks, especially if they are combined in ways that can be used to derive privacy information. Although, considering that different MAC-CE signaling messages serve distinct functions, not all information in all MAC-CEs signaling is vulnerable to adversarial attacks.
Editor's Note: Identification of specific MAC-CEs carrying exploitable information is FFS. 
[bookmark: _Toc212013913]5.2.3.y.2	Security threats 
The transmission of unprotected, high-value information in MAC-CEs could potentially be exploited, resulting in the following:
Information disclosure and privacy violation: Adversaries can perform reconnaissance by eavesdropping on cleartext MAC-CEs to gather sensitive network and subscriber state information.
Tampering and DoS: The lack of integrity protection allows attackers to tamper with control commands, which can cause a Denial of Service (DoS) to the UE and the network and degrade subscriber experience.
Reduced efficiency: Unprotected transmission of elements like the NCC enables attackers to disrupt handovers, posing a risk of de-synchronization between the UE and the base station impacting the mobility procedure efficiency.
Cross-Layer Attacks: By analyzing unprotected MAC-CE data, an adversary can correlate and exploit information across different protocol layers to stage more sophisticated attacks.
Editor's Note: Severity of impact and recovery from compromise of individual MAC-CEs is FFS.
5.2.3.y.3	Potential security requirements
6G Radio MAC layer security risks shall be treated for identified security sensitive information carried in identified MAC-CEs.
NOTE 1: More specific requirements for treating agreed security risks are dependent on potential approach (es) assessed for metrics such as potential overheads and computational processing delay. 
NOTE 2: For agreed risks, risk treatment may involve mitigating, averting, accepting or combination of one or more of these treatments.
Editor's Note: Further requirements are FFS.
5.2.3.y.4	Interim agreements
TBD
* * * End of Changes * * * *

