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Comments
This pCR proposes solution for KI#1.

* * * First Change * * * *
[bookmark: _Toc106092173][bookmark: _Toc212105884]6.Y	Solution #Y: Group authorization for UE-deployed API invoker accessing other UEs' resources of a group
[bookmark: _Toc106092174][bookmark: _Toc212105885]6.Y.1	Introduction 
This solution addresses the security requirements of Key issue#1. It is proposed to use the procedure as specified in clause 8.24 of TS 23.222 [2] and include group identifier as an optional parameter in the access token.
[bookmark: _Toc106092175][bookmark: _Toc212105886]6.Y.2	Solution details




Figure 6.Y.3-1: Procedure for Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group
1.  The API invoker (e.g., in UE 2) sends an Obtain service API authorization request to the CCF for obtaining permission to access the service API for other UE's resources hosted in the network (e.g., location). The request includes API invoker information, the group identifier, the UE in a group whose resources are to be accessed, scope information, and the identity of UE2. 
2.	CCF performs authentication of the API invoker (using authentication information) as specified in 3GPP TS 33.122 [3].
3.	The CCF, based on the group identifier and resource owner ID determines the identity of the GRO responsible for the group of UEs. 
4.	CCF performs the resource owner authorization check using the GRO as the RO for the requested resources of other UE(s) belonging to the group.
 
Editor’s Note: How CCF reaches group resource owner is FFS.

5.	Based on the successful group resource owner authorization, the CCF provides an access token that includes the resource owner ID, group identifier (optional), API invoker information and scope information.
Editor’s Note: Which resource owner ID is included in access token is FFS. 
Editor’s Note: Whether addition of group identifier in access token is enough for authorization is FFS.
6.	The API invoker sends service API invocation request to the API exposing function with the RO authorization information.

[bookmark: _Toc106092176][bookmark: _Toc212105887]6.Y.3	Evaluation
TBD

* * * End of Changes * * * *
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