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Comments
This document provides merged solution for Hybrid SUCI calculation

* * * First Change * * * *
[bookmark: _Toc211892485][bookmark: _Toc211951779][bookmark: _Toc211952321]7.2.1.XX	Solution XX to SUCI calculation: SUPI Concealment using Post-Quantum Traditional (PQT) hybrid scheme
[bookmark: _Toc211892486][bookmark: _Toc211951780][bookmark: _Toc211952322]7.2.1.XX.1	Introduction
Replacing classical cryptography with PQC algorithms at an early stage carries an inherent risk as a first time widespread deployment and more rigorous testing of PQC algorithms may be needed. So it will be beneficial to have it integrated with classical asymmetric cryptography based security mechanisms via a hybrid approach, where both classical asymmetric algorithms and post-quantum algorithms coexist. The main objective of a Post-Quantum Traditional (PQT) hybrid scheme is to enable the creation of a secure shared secret that remains protected as long as at least one of its underlying key exchange components remains uncompromised. In case vulnerabilities are found in either type of algorithm, the presence of both classical and post-quantum algorithms in a hybrid setup reduces the impact of potential breaches, providing additional resilience to the overall cryptography.
[bookmark: _Toc211892487][bookmark: _Toc211951781][bookmark: _Toc211952323]7.2.1.XX.2	Solution details
The Post-Quantum Traditional (PQT) hybrid scheme is a combination of EC based key agreement and PQC based ML-KEM. Below is equation (15) from approved key Combiners clause 4.6.2 of SP 800-227 [73], which defines a key combiner algorithm KeyCombine by:
KeyCombine (K1, K2, c1, c2, ek1, ek2, p) := H(K1,K2, c1, c2, ek1, ek2,domain_sep)
As per clause 4.6.3 in SP 800-227 [73] the domain separator domain_sep should be used to uniquely identify the composite scheme in use. Simple consideration of domain_sep can be possibly including the parameter set p of KEM algorithm.
The Post-Quantum Traditional (PQT) hybrid scheme is implemented such that for computing a fresh SUCI, the UE uses the provisioned EC based public key of the home network, provisioned PQC-based public key of the home network, freshly generated ECC (elliptic curve cryptography) ephemeral public/private key pair and PQC-based key encapsulation mechanism (KEM) according to the parameters provisioned by home network. The processing on UE side is done as mentioned below.
Figure 7.2.1.XX.2-1 illustrates the UE's steps.


Figure 7.2.1.XX.2-1: SUPI Encryption based on Post-Quantum Traditional (PQT) hybrid scheme at UE
The Post-Quantum Traditional (PQT) hybrid scheme is implemented such that for deconcealing a SUCI, the home network uses the received ECC ephemeral public key of the UE, PQC cipher text, EC based private key of the home network and the PQC-based private key of the home network as mentioned below. 
Figure 7.2.1.XX.2-2 illustrates the home network's steps.


Figure 7.2.1.XX.2-2: SUCI Decryption based on Post-Quantum Traditional (PQT) hybrid scheme at home network
Editor’s Note: How the input domain parameters recommended to be used for combining KEMs by NIST is useful for the case when combining ML-KEM with key agreement based on X25519 to protect against an attack using CRQC is FFS
* * * End of Changes * * * *
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