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Comments
This pCR proposes a security threat and requirement to the KI on intermediate UE authorization. The threat and requirement are unchanged compared to release 19, as the KI was discontinued by the plenary and is resumed in release 20. 
This is a merger of S3-254422, S3-254368, S3-254453, S3-254464 and S3-254471.

* * * First Change * * * *
[bookmark: _Toc211880014][bookmark: _Toc205543646][bookmark: _Toc209106802][bookmark: _Toc209957928]4.1	Key Issue #1: Authorization of intermediate UE for 5G Ambient IoT services
[bookmark: _Toc211880015]4.1.1	Key issue details
In TR 23.700-13 [2], Key Issues #1 and #3 describe the issues on the system architecture and procedure to support 5G Ambient IoT services, furthermore TR 23.700-30 [4], KI#1 describes the issues on the support AIoT services under the RRC-based option for UE Reader connectivity. 
The architecture for topology 2 is defined in TR 23.700-13 [2] clause 8.1.3 which forms the baseline for the release 20.
In the Topology 2 as defined in TR 38.848 [3], the UE is acting as the intermediate node responsible for transferring the information between AIoT device and 5GS. Compared with base station based device readers, UE based device readers will be deployed more widely. If the authorization and authentication of the intermediate node is not supported, the attacker can play the role of an intermediate node (i.e. a fake reader) and arbitrarily deny 5G AIoT service to the AIoT device or intercept data.
Therefore, it is necessary to study how to authorize a UE for acting as the intermediate node i.e an AIoT reader.
NOTE: According to TR 38.769 [5], the intermediate UE for Device 1, 2b and C are all in the scope of this issue. 
[bookmark: _Toc211880016]4.1.2	Security threats
[bookmark: _Toc211880017]If the 5GC cannot authorize  the UE acting as an intermediate, the attacker UE may impersonate the intermediate node. The attacker UE may then deny access to 5G Ambient IoT services.
If there are fake intermediate nodes between AIoT devices and networks, AIoT devices and networks will face threats of privacy information leakage and Man in the Middle Attacks (MITM).
NOTE: Threats related to fake intermediate nodes are not feasible for Device type 1, when privacy protection including replay protection is enabled and the intermediate node is authorised by the 5GC. 
Editor’s Note: Whether security threats for device type A exists is FFS. 
Editor’s Note: Threats are FFS.


4.1.3	Potential security requirements
The 5GS shall be able to support the authorization of the AIoT capable UE as an intermediate node in the 5G Ambient IoT system.
The 5GS shall be able to mitigate Man in the Middle Attacks between AIoT devices and 5GC.
Editor’s Note: Requirements are FFS.

* * * End of Changes * * * *

