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Comments
This contribution addresses the two editor’s notes in solution #8 to SUCI calculation and provides an evaluation of this solution. 
1. Editor’s notes
[bookmark: _Hlk213170279]Editor’s Note: It is FFS whether the additional inputs to KDF which are sent in cleat text over the air can enhance security.
Editor’s Note: Reasons for using c1c2 as the input for the KDF are FFS.
Those editor’s notes are related to inputs to KDF. Those inputs are recommended to obtain IND-CCA (indistinguishability under chosen-ciphertext attack) property for KEM. 
IND-CCA2 security
[bookmark: _Hlk213342459]Indistinguishability under (adaptive) chosen-ciphertext attack is the golden standard for encryption, providing strong security assurances, even against powerful adversaries. It is however a demanding property, requiring careful construction of the ciphertext. In particular, it is inherently incompatible with any form of malleability, meaning that if an adversary can manage to derive a valid ciphertext c’ from an existing ciphertext c, then the corresponding encryption scheme is not IND-CCA2 secure. 
In this regard, the inclusion of the ciphertexts in the KDF is necessary. Indeed, let us assume that one of the encryption schemes is broken (let’s say ML-KEM), a natural assumption in the context of hybrid cryptography. An adversary could then recover, from the ML-KEM ciphertext c_1, the underlying ephemeral shared key 1 and re-encrypt it, producing a new post-quantum ciphertext c’_1. The adversary can then replace c_1 by c’_1 in the corresponding SUCI. There are then two cases:
· If c’_1 is taken as input of the KDF (as is the case with our proposition), then the symmetric key derived from the KDF will change, and the SUCI will no longer be valid.
· If c’_1 is not taken as input of the KDF, the symmetric key remains unchanged and the SUCI is valid. In other words, there is some form of malleability in the ciphertext and IND-CCA2 security is impossible. 
Note that this is by no mean a peculiarity of this solution. The inclusion of ciphertexts in the KDF is a widely established technique in cryptography, which is for example used in the ETSI TS 103 744 document on Quantum-safe Hybrid Key Establishment. Actually, the current SUPI concealment procedure defined in 3GPP TS 33.501 does require to include the ephemeral public key in the inputs of the KDF (via the field SharedInfo_1) although this is not reflected by the figure in that document. 
Consequently, thanks to the explanation provided above, it is proposed to remove the editor’s notes in clause 7.2.1.8.2 and provide text in the evaluation part. 
2. Evaluation of the solution

Most cybersecurity agencies worldwide agree on the need to migrate to PQC, but there are several major differences in their concrete recommendations. To avoid compliance issues and regional fragmentation, this solution is designed with the most conservative recommendations, in particular regarding the use of hybrid cryptography and the size of the secret keys (256-bits). While this may entail a small protocol overhead compared to, e.g., the use of standalone PQC or 128-bit symmetric key, it is considered that this is a very small price to pay to get a solution that will be universally considered as quantum-safe. 
This solution, based on GSMA guidelines on "Post Quantum Cryptography – Guidelines for Telecom Use Cases – v2.0" [33], also includes ciphertexts in the Key Derivation Function to obtain IND-CCA (indistinguishability under chosen-ciphertext attack) property for KEM. And, as is the case with the current SUPI concealment protocol, this solution instantiates the KDF and the MAC with SHA-256. Additionally, ANSI-X9.63-KDF is replaced by HKDF to prevent any length-extension attack that may affect the former.
This solution could be transformed into standalone PQC solution by keeping the ML-KEM part only.  
It is proposed to add this evaluation in solution #8. 

* * * First Change * * * *
[bookmark: _Toc211892471][bookmark: _Toc211951765][bookmark: _Toc211952307]7.2.1.8	Solution #8 to SUCI calculation: GSMA-based solution
[bookmark: _Toc211892472][bookmark: _Toc211951766][bookmark: _Toc211952308]7.2.1.8.1	Introduction
GSMA published guidelines "Post Quantum Cryptography – Guidelines for Telecom Use Cases – v2.0" [33] to support the planning, setup and execution of a quantum safe cryptography journey for telco industry. This GSMA report contains a detailed analysis of an initial set of Telecom use cases that are impacted by Post Quantum Cryptography. Concealment of the Subscriber Public Identifier is one of the analysed use cases.   
An additional security enhancement is proposed to the solution described in GSMA guidelines [33]. 
[bookmark: _Toc211892473][bookmark: _Toc211951767][bookmark: _Toc211952309]7.2.1.8.2	Solution details
The solution for concealment of the Subscriber Public Identifier is based on the hybridization between ML-KEM (Level 3) and classic ECC based key exchanged algorithms that is described in clause 5.8 of GSMA guidelines [33]. 
GSMA solution is enhanced thanks to the addition of Post Quantum ciphertext as input to the Key Derivation Function in the Post Quantum Cryptography part, as recommended to obtain IND-CCA (indistinguishability under chosen-ciphertext attack) property for KEM. 
Processing on UE side:


Processing on home network side


Profiles
[bookmark: _Toc19634958][bookmark: _Toc26876026][bookmark: _Toc35528794][bookmark: _Toc35533555][bookmark: _Toc45028937][bookmark: _Toc45274602][bookmark: _Toc45275189][bookmark: _Toc51168447][bookmark: _Toc202450276]The associated updated profiles are the following ones. In both cases, the Key Derivation Function (KDF) outputs a L-bytes string that must be parsed as Eph Encryption key || ICB || Eph. Mac Key, where Eph Encryption key is of size enkeylen, ICB is of size icblen, and Eph. Mac Key is of size mackeylen.
[bookmark: _Toc211892474][bookmark: _Toc211951768][bookmark: _Toc211952310]7.2.1.8.2.1	Profile A’ (update of Profile A to support PQC algorithm)
The ME and SIDF shall implement this profile. The parameters for this profile shall be the following:
-	KEM domain parameters						: ML-KEM-768 [21]
-	EC domain parameters							: Curve25519 
-	KEM primitive									: ML-KEM-768 [21]
-	EC Diffie-Hellman primitive					: X25519 
-	point compression								: N/A
-	KDF												: HMAC-based KDF RFC 5869 [34] (SHA-256)
-	Hash												: SHA-256
-	KDF inputs (see RFC 5869 [34] terminology):
		-salt 											: empty
		-IKM (input key material)					: Eph. shared key1 || Eph. shared key 2
		-Info											: Post-Quantum Ciphertext || Eph. Public key 
		-L (output length in octets)					: 80
-	MAC												: HMAC–SHA-256
-	mackeylen										: 32 octets (256 bits)
-	maclen											: 16 octets (128 bits) 
-	SharedInfo2										: the empty string
-	ENC												: AES-256 in CTR mode 
-	enckeylen											: 32 octets (256 bits)  
-	icblen												: 16 octets (128 bits)
-	backwards compatibility mode					: false
[bookmark: _Toc211892475][bookmark: _Toc211951769][bookmark: _Toc211952311]7.2.1.8.2.2	Profile B’ (update of Profile B to support PQC algorithm)
The ME and SIDF shall implement this profile. The parameters for this profile shall be the following:
-	KEM domain parameters						: ML-KEM-768 [21]
-	EC domain parameters							: secp256r1 
-	KEM primitive									: ML-KEM-768 [21]
-	EC Diffie-Hellman primitive					: Elliptic Curve Cofactor Diffie-Hellman Primitive 
-	point compression								: true
-	KDF												: HMAC-based KDF RFC 5869 [34] (SHA-256)
-	Hash												: SHA-256
-	KDF inputs (see RFC 5869 [34] terminology):
		-salt 											: empty
		-IKM (input key material)					: Eph. shared key1 || Eph. shared key 2
		-Info											: Post-Quantum Ciphertext || Eph. Public key 
		-L (output length)								: 80 
-	MAC												: HMAC–SHA-256
-	mackeylen										: 32 octets (256 bits)
-	maclen											: 16 octets (128 bits) 
-	SharedInfo2										: the empty string
-	ENC												: AES-256 in CTR mode
-	enckeylen											: 32 octets (256 bits)  
-	icblen												: 16 octets (128 bits)
-	backwards compatibility mode					: false

Editor’s Note: It is FFS whether the additional inputs to KDF which are sent in cleat text over the air can enhance security.
Editor’s Note: Reasons for using c1c2 as the input for the KDF are FFS.
Editor's note: Justification for mixing different security levels, i.e., ML-KEM-768 with AES-256, is FFS.
[bookmark: _Toc211892476][bookmark: _Toc211951770][bookmark: _Toc211952312]7.2.1.8.3	Evaluation
TBD
This solution, based on GSMA guidelines on "Post Quantum Cryptography – Guidelines for Telecom Use Cases – v2.0" [33], also includes ciphertexts in the Key Derivation Function to obtain IND-CCA (indistinguishability under chosen-ciphertext attack) property for KEM. And, as is the case with the current SUPI concealment protocol, this solution instantiates the KDF and the MAC with SHA-256. Additionally, ANSI-X9.63-KDF is replaced by HKDF to prevent any length-extension attack that may affect the former. 
This solution could be transformed into standalone PQC solution by keeping the ML-KEM part only.  

* * * End of Changes * * * *
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