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Comments
[bookmark: _Hlk213681655]This proposal updates solution #6 to resolve Editor’s notes.

* * * First Change * * * *
[bookmark: _Toc211892456][bookmark: _Toc211951750][bookmark: _Toc211952292]7.2.1.6	Solution #6 to SUCI calculation: Enhancement on SUCI calculations using quantum encapsulated key
[bookmark: _Toc211892457][bookmark: _Toc211951751][bookmark: _Toc211952293]7.2.1.6.1	Introduction
This solution provides enhancement for SUCI calculations to resolve post-quantum threats tobased on existing ECIES scheme. Compared to solution #5, solution #6 may provide enhanced security while also providing better quantum operational extensibility.
[bookmark: _Toc211892458][bookmark: _Toc211951752][bookmark: _Toc211952294]7.2.1.6.2	Solution details
This solution describes SUCI calculations using Quantum communication interfaceQuantum Channel. The solution requires two distinct interfaces between the User Equipment (UE) and the Home Network (HN): one for the 5G/6G air interface (e.g., the N1 interface in 5G) and another for quantum communication interface.
[bookmark: _Hlk213231156]The Home Network randomly generates a Quantum Private key which is bit stream for the UE. The Quantum Public key is generated from running Unitary operation using the Quantum Private key. The created Quantum Public key is in a quantum state. The UE can provision the Public key of HN and the Quantum Public kKey. Based on ECIES scheme, the ephemeral public key and MAC tag can be generated as a part of output. To cipher plain text, The Ephemeral Encryption key is transformed into the key in a quantum stateencapsulated using the Quantum Public kKey. Using the Quantum-encapsulated Ephemeral Encryption key, the Plaintext is also transformed into cipher text in a quantum state quantum-encrypted. The cipher text in a quantum state is delivered to the Home Network via Quantum communication interfaceChannel. The Home Network decapsulates the received quantum-ciphered text using HN-generated Ephemeral decryption key. Using the Ephemeral decryption key and the Quantum Private key, the cipher text in a quantum state can be transformed into data stream (bit stream). By decrypting it using Quantum Private key, The Home Network obtains plain text. Then verifies received MAC.
[bookmark: _Toc211892459][bookmark: _Toc211951753][bookmark: _Toc211952295]7.2.1.6.2.1	Processing on UE side
The steps shown Figure 7.2.1.6.2.1 are described as below:
0. As a prerequisite, the UE provisions both the Public key of HN and the Quantum Public key. The Home Network randomly generates a Quantum Private key which is bit stream for the UE. Then the Quantum Public key can be generated from running Unitary operation using the Quantum Private key. The created Quantum Public key is in a quantum state.
1. The UE generates Ephemeral key pair consisting of Ephemeral Public Key and Ephemeral Private Key.
2. Based on the generated Ephemeral Private Key and the Public key of Home Network, the UE generates Ephemeral Shared Key.
3. Using ECIES scheme, Ephemeral Encryption Key and Ephemeral MAC Key are generated.
4. The plain text and the Ephemeral MAC key are used to create MAC-tag value. 
5. [bookmark: _Hlk212650779]The Ephemeral Encryption Key is encapsulated using Quantum Public Key.The Ephemeral Encryption key is transformed into data stream which is in a quantum state after running Unitary operation (e.g., Qubit rotation, Pauli operation) with the Quantum Public Key.
6. The Plaintext Block is encrypted using the Quantum Encapsulated Ephemeral Encryption Key. The Plaintext is transformed into data stream which is in a quantum state after running Unitary operation (e.g., Qubit rotation, Pauli operation) with the Ephemeral Encryption key in a quantum state.

 


Figure 7.2.1.6.2.1: Encryption at UE
The final output shall be the concatenation of the ECC ephemeral public key, the Quantum ciphertext value, the MAC tag value, and any other parameters, if applicable.
The final output consists of two types:
Concatenation of the ECC ephemeral public key, the MAC tag value, and any additional parameters.
Quantum ciphertext in a quantum state.
The first output is transmitted to the Home Network via the 5G/6G air interface, while the second output is delivered via the quantum communication interface.

[bookmark: _Toc211892460][bookmark: _Toc211951754][bookmark: _Toc211952296]7.2.1.6.2.2	Processing on home network side
The steps shown Figure 7.2.1.6.2.2 are described as below:
1. Based on the received Ephemeral Public Key, the Home Network generates Ephemeral Shared Key.
2. Using ECIES scheme, Ephemeral Decryption Key and Ephemeral MAC Key are generated.
3. The Home Network decapsulates the received Quantum-ciphered text using the Ephemeral Decryption Key.The cipher text in a quantum state is calculated with Unitary operation (e.g., Qubit rotation, Pauli operation using Ephemeral Decryption key. The calculated cipher text is still in a quantum state.
4. The Home Network decrypts the decapsulated Quantum-ciphered text using the Quantum Private Key. Then the Home network obtains the plain text.The cipher text in a quantum state is transformed into data stream (bit stream) after running Unitary operation (e.g., Qubit rotation, Pauli operation) with the Quantum Private key.
5. The Home Network verifies received MAC. For the verification, plaintext and Ephemeral MAC key are utilized.


  


Figure 7.2.1.6.2.2: Decryption at Home Network
Editor’s Note: Details on Step 5 at processing on UE side is FFS.
Editor’s Note: How to sync of usage of Quantum keys at UE and HN sides is FFS.
Editor’s Note: Details on Quantum Public key are FFS.
Editor’s Note: Details on Step 3 at processing on HN side is FFS.
Editor’s Note: Whether the plaint text is encrypted with quantum public key (the Encryption figure at UE) is FFS.
Editor’s Note: Why SUCI should require a quantum channel into the HN is FFS.
Editor’s Note: What is a Quantum key and why it is required is FFS.
Editor’s Note: How this solution is different from the solution in S3-253475 is FFS.
Editor's Note: The definition and usefulness of these terms for SUCI calculation are FFS: Post-quantum threat, Quantum channel, Quantum public key, Quantum-encapsulated, Quantum-encrypted, Quantum-ciphered, Quantum Private key.
Editor’s Note: How to use standardized algorithm is FFS.

* * * End of Changes * * * *
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