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1	Decision/action requested
This document proposes a new solution.
2	References
[1]	TR 33.703  Study on Transitioning to Post Quantum Cryptography (PQC) in 3GPP
3	Rationale
This solution replaces key derivation of the encryption key, ICB and MAC key from the ECC ephemeral public key of the UE and the private key of the home network with a symmetric key derived from the root key K by increasing the key length to 256 Bit and upgrading to AES-256-CTR. 
4	Detailed proposal

Begin of Changes

[bookmark: _Toc211892494][bookmark: _Toc211951788][bookmark: _Toc211952330]7.2.1.X	Solution #X to SUCI calculation: SUCI calculation with symmetric key
[bookmark: _Toc211892495][bookmark: _Toc211951789][bookmark: _Toc211952331]7.2.1.X.1	Introduction
This solution derives the encryption key EK, ICB and MAC key MK from the root key K. The encryption key length and MAC key length are increased to 256 Bit and AES-256-CTR is used for encrypting the SUPI. 

[bookmark: _Toc211892496][bookmark: _Toc211951790][bookmark: _Toc211952332]7.2.1.X.2	Solution details
[bookmark: _Toc211892497][bookmark: _Toc211951791][bookmark: _Toc211952333]7.2.1.X.2.1 Processing on UE side
The UE generates a 256 Bit Nonce#1 and similar to MILENAGE, the UE creates two additional Nonces by using a 64 Bit rotate operation. The Nonce#2 is created by rotating/shifting 64 Bits to the left of Nonce#1 and Nonce#3 by rotating/shifting 64 Bits to the left of Nonce#2. 
The 256 Bit Encryption key EK is derived using a HMAC–SHA-256 with the root key K and the Nonce#1 as input.
The 128 Bit ICB is derived using a HMAC–SHA-256 with the root key K and the Nonce#2 as input with the output hash truncated to the 128 most significant bits.
The 256 Bit MAC key MK is derived using a HMAC–SHA-256 with the root key K and the Nonce#3 as input.
The EK and ICB are input to the AES-256-CTR, the output is a 256 Bit ciphertext of the encrypted SUPI.
The MK is used with the Nonce and the Ciphertext as input to a HMAC-SHA-256 function to generate a 256 Bit long MAC. 
Since the computation is different, a 6G SUCI indication is required that the SUCI is differently concealed as in 5G.
The full SUCI has then the format as shown below with SUCI = 6G SUCI Indication  || Nonce#1  || Ciphertext || MAC.
[bookmark: _Toc211892498][bookmark: _Toc211951792][bookmark: _Toc211952334]7.2.1.X.2.2 Processing on home network side
The home network detects the new SUCI format based on the 6G SUCI indication. 
The home network creates based on the received Nonce#1 the two additional nonces Nonce#2 and Nonce#3.
The home network derives the 256 Bit Encryption key EK, 128 Bit ICB and 256 Bit MAC key MK in the same way as in the UE, using the Nonce#1, Nonce#2 and Nonce#3 respectively.
The home network verifies the MAC and decryptes the SUCI to SUPI. 
Editor’s Note: For easier understanding of the solution described, further details on how to implement the solution (e.g., the schematic figures as in TS 33501 and call flows) is FFS.
Editor’s Notes: it is FFS how the network identifies which K to be used to derive the EK.
Editor’s Note: Details about the management of the root key, including generation, agreement, storage, revocation, etc. are FFS.
[bookmark: _Toc211892499][bookmark: _Toc211951793][bookmark: _Toc211952335]7.2.1.X.3	Evaluation
TBD
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