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Comments
This contribution proposes a new key issue on SI/paging protection for TR 33.801-01.

* * * First Change* * * *
[bookmark: _Toc212013920]5.2.3.y	Key issue #2.y: SI/paging protection
[bookmark: _Toc212013921]5.2.3.y.1	Key issue details
[bookmark: _Toc212013922]Broadcasting system information (SI) or paging message is one of the functions of the RRC protocol. A cell periodically broadcasts synchronization signals and SI. These broadcasted messages are intended for all UEs or some UEs which are camping on a cell. In the idle mode or inactive mode, the UE monitors the SI of cells and chooses a suitable cell to camp on, or monitors the paging with one or more UE IDs from a cell and determines whether to response. The UE typically monitors the SI or paging from the cell and performs initial access to transition to connected state to obtain services. The system information includes information, among others, like cell (re-)selection parameters, neighbouring cell information, frequency priority, blocklisted cell, common channel configuration information, NAS common information, and public warning system (PWS) messages. The paging message includes S-TMSIs of UEs. 
This key issue is about investigating if and how a new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SI messages, paging messages, or replay previously captured SI/paging messages as-is (without modification). Since SI messages are broadcast messages meant for all UEs and paging messages are broadcast messages meant for some UEs, it is not apparent that an integrity and replay protection is strictly necessary. Nevertheless, in general, an integrity and replay protected SIs/paging messages could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI/paging or a previously captures SI/paging at a later time, e.g., to lure UEs using SI messages with incorrect neighbouring cells, to send self-crafted or old PWS messages, or tracking some UEs within a period.
5.2.3.y.2	Security threats 
[bookmark: _Toc212013923]Lack of protection of SI/paging, the UEs may camp on a rouge cell based on unauthenticated broadcast system information from a rogue RAN which could potentially have following impacts in some cases:
-	DoS attack on UE
-	Rogue services
-	Tracking UE within a period
5.2.3.y.3	Potential security requirements
[bookmark: _Toc212013924]6G system shall identify security sensitive information carried in SI or paging message.
6G system shall provide a means to protect the security sensitive information of system information and paging obtained from a cell.
Editor’s Note: 	Further requirements are ffs.
5.2.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
* * * End of Changes * * * *

