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Comments
This contribution proposes text changes for subclause of PKI certificate. The main changes are summarized as follows: 
· Added text for OCSP in order to cover all the protocols listed in TR 33.938
· Acronyms are added.

* * * First Change * * * *
[bookmark: _Toc211892370][bookmark: _Toc211951665][bookmark: _Toc211952207][bookmark: _Toc211892374][bookmark: _Toc211951669][bookmark: _Toc211952211][bookmark: _Toc211892411][bookmark: _Toc211951705][bookmark: _Toc211952247][bookmark: _Toc211892417][bookmark: _Toc211951711][bookmark: _Toc211952253]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[xx]	3GPP TS 33.310: " Network Domain Security (NDS); Authentication Framework (AF)".

* * * Next Change * * * *
3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ANSSI			Agence Nationale de la Sécurité des Systèmes d'Information
CA			Certification Authority 
CBOR			Concise Binary Object Representation

COSE			CBOR Object Signing and Encryption
CRL			Certificate Revocation Lists
CRQC			Cryptographically Relevant Quantum Computer
DSA			Digital Signature Algorithm
ECC			Elliptic Curve Cryptography
ECDH			Elliptic Curve Diffie–Hellman key Exchange
ECIES			Elliptic Curve Integrated Encryption Scheme
FN-DSA			Fast-Fourier Transform over NTRU-Lattice-Based DSA
HBS			Hash-Based Signature
HQC			Hamming Quasi-Cyclic
HSS			Hierarchical Signature System
IKEv2			Internet Key Exchange Protocol Version 2
JSON			JavaScript Object Notation
JWE			JSON Web Encryption
JWS			JSON Web Signature
KEM			Key Encapsulation Mechanism
MIKEY-SAKKE			Multimedia Internet KEYing – Sakai-Kasahara Key Encryption
ML-DSA			Module-Lattice-Based DSA
ML-KEM			Module Lattice-Based Key-Encapsulation Mechanism
NCSC 			National Cyber Security Centre
NSA			National Security Agency
NSM			National Security Memorandum
NTRU			Nth-degree Truncated Polynomial Ring Units
OCSP			Online Certificate Status Protocol
PKI			Public Key Infrastructure
PKIX			Public Key Infrastructure X.509
PQC			Post-Quantum Cryptography
SA			Security Association
SDO			Standards Development Organizations
SECG			Security Engineering & Consulting Group
SLH-DSA			Stateless Hash-Based DSA
SUCI			Subscription Concealed Identifier
TLS 1.2			Transport Layer Security Version 1.2
TLS 1.3			Transport Layer Security Version 1.3
XMSS			eXtended Merkle Signature Scheme

* * * Next Change * * * *

6.5	PKI certificate
[bookmark: _Toc211892412][bookmark: _Toc211951706][bookmark: _Toc211952248]6.5.1	General
The Internet X.509 (PKIX) Certificate is being used in 3GPP PKI systems [xx] and the OCSP protocol listed in the TR 33.938 [2],. The IETF LAMPS Working Ggroup has introduced multiple Drafts to enable a smooth transition to PQC in PKIX to provide quantum-resistant security for PKIX. 
[bookmark: _Toc211892413][bookmark: _Toc211951707][bookmark: _Toc211952249]6.5.2		Current Work in IETF
[bookmark: _Toc211892414][bookmark: _Toc211951708][bookmark: _Toc211952250]6.5.2.1	IETF RFCs
· IETF RFC 9802 [51] has specified algorithm identifiers and ASN.1 encoding format for several stateful Hash-Based Signature (HBS) schemes: Hierarchical Signature System (HSS), eXtended Merkle Signature Scheme (XMSS), and a multi-tree variant of XMSS, XMSS^MT. These schemes are applicable to the Internet X.509 Public Key Infrastructure (PKI) when digital signatures are used to sign certificates and certificate revocation lists (CRLs).
-	IETF RFC 9763 [50] defines a method for requesting and issuing two X.509 end-entity certificates for the same entity, in order to perform two authentications using the two certificates where each certificate corresponds to a distinct digital signature.
[bookmark: _Toc211892415][bookmark: _Toc211951709][bookmark: _Toc211952251]6.5.2.2	IETF Adopted Drafts
· IETF Draft draft-ietf-lamps-kyber-certificates-11 "Internet X.509 Public Key Infrastructure - Algorithm Identifiers for the Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM)" [52] specifies the conventions for using the ML-KEM [21] in X.509 Public Key Infrastructure.  
· IETF Draft draft-ietf-lamps-x509-slhdsa-09, "Internet X.509 Public Key Infrastructure: Algorithm Identifiers for SLH-DSA" [53] specifies to the conventions for using the SLH-DSA [23] in X.509 Public Key Infrastructure. 
· IETF Draft draft-ietf-lamps-dilithium-certificates-13, "Internet X.509 Public Key Infrastructure - Algorithm Identifiers for the Module-Lattice-Based Digital Signature Algorithm (ML-DSA)" [54] specifies the conventions for using the ML-DSA [22] in X.509 Public Key Infrastructure.
· IETF Draft draft-ietf-lamps-pq-composite-kem-08 "Composite ML-KEM for use in X.509 Public Key Infrastructure" [55] defines a specific instantiation of the PQT Hybrid paradigm called "composite" where multiple cryptographic algorithms (i.e. ML-KEM [21] in hybrid with traditional algorithms RSA-OAEP, ECDH, X25519, and X448) are combined to form a single key encapsulation mechanism (KEM) presenting a single public key and ciphertext such that it can be treated as a single atomic algorithm at the protocol level.
-	IETF Draft draft-ietf-lamps-certdiscovery-01, "A Mechanism for X.509 Certificate Discovery" [56] specifies a method to discover a secondary X.509 certificate associated with an X.509 certificate to enable efficient multi-certificate handling in protocols.
[bookmark: _Toc211892416][bookmark: _Toc211951710][bookmark: _Toc211952252]6.5.3		3GPP Considerations



* * * End of Changes * * * *

