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Comments
This contribution proposes text changes for subclause of TLS1.2 and TLS 1.3 protocols. The main changes are summarized as follows: 
· Added description for EAP-TTLS and OAuth 2.0 so that all protocols listed in TR 33.938 are covered
· An acronym is added.
· Corrections to clause 6.7.1 and 6.7.2 for alignment with text in clauses 4.1 and 4.2

* * * First Change * * * *
[bookmark: _Toc211892374][bookmark: _Toc211951669][bookmark: _Toc211952211][bookmark: _Toc211892417][bookmark: _Toc211951711][bookmark: _Toc211952253]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ANSSI			Agence Nationale de la Sécurité des Systèmes d'Information
CA			Certification Authority 
CBOR			Concise Binary Object Representation
COSE			CBOR Object Signing and Encryption
CRL			Certificate Revocation Lists
CRQC			Cryptographically Relevant Quantum Computer
DSA			Digital Signature Algorithm
ECC			Elliptic Curve Cryptography
ECDH			Elliptic Curve Diffie–Hellman key Exchange
ECIES			Elliptic Curve Integrated Encryption Scheme
FN-DSA			Fast-Fourier Transform over NTRU-Lattice-Based DSA
HBS			Hash-Based Signature
HQC			Hamming Quasi-Cyclic
HSS			Hierarchical Signature System
IKEv2			Internet Key Exchange Protocol Version 2
JSON			JavaScript Object Notation
JWE			JSON Web Encryption
JWS			JSON Web Signature
KEM			Key Encapsulation Mechanism
LTS			Long Term Stable
MIKEY-SAKKE			Multimedia Internet KEYing – Sakai-Kasahara Key Encryption
ML-DSA			Module-Lattice-Based DSA
ML-KEM			Module Lattice-Based Key-Encapsulation Mechanism
NCSC 			National Cyber Security Centre
NSA			National Security Agency
NSM			National Security Memorandum
NTRU			Nth-degree Truncated Polynomial Ring Units
PKI			Public Key Infrastructure
PKIX			Public Key Infrastructure X.509
PQC			Post-Quantum Cryptography
SA			Security Association
SDO			Standards Development Organizations
SECG			Security Engineering & Consulting Group
SLH-DSA			Stateless Hash-Based DSA
SUCI			Subscription Concealed Identifier
TLS 1.2			Transport Layer Security Version 1.2
TLS 1.3			Transport Layer Security Version 1.3
XMSS			eXtended Merkle Signature Scheme

* * * Next Change * * * *
6.6	TLS 1.2
[bookmark: _Toc211892418][bookmark: _Toc211951712][bookmark: _Toc211952254]6.6.1	General
The TLS 1.2 handshake in IETF RFC 5246 [57] is used in TLS 1.2, DTLS 1.2, and EAP-TLS 1.2, EAP-TTLS, and OAuth 2.0. The DTLS handshake is also applied in DTLS over SCTP and can be used in DTLS-SRTP.
The 3GPP TLS profile is defined in clause 6.2 of 3GPP TS 33.210 [59]. Since Release 15, TLS 1.3 has been mandatory for all 3GPP core network nodes, and from Release 16 onward, it is mandatory for all nodes. Because TLS always negotiates the highest mutually supported version, any use of TLS 1.2 in a 3GPP system from Rel-16 onward implies that at least one node is non-compliant with 3GPP specifications.
While a fully updated TLS 1.2 implementation could theoretically provide strong security against classical adversaries in scenarios where identity protection is not required, in practice, TLS 1.2 is only negotiated by outdated implementations. These often suffer from one or more known vulnerabilities.
Therefore, TLS 1.2 is expected to already have been fully phased out in 5G systems.
[bookmark: _Toc211892419][bookmark: _Toc211951713][bookmark: _Toc211952255]6.6.2	Current Work in IETF
TLS 1.2 has been obsoleted since 2018, as superseded by TLS 1.3 in IETF RFC 8446 [58]. The IETF will no longer approve any additions or updates to TLS 1.2, including PQC support (IETF draft-ietf-tls-tls12-frozen-08 [60]).
[bookmark: _Toc211892420][bookmark: _Toc211951714][bookmark: _Toc211952256]6.6.3		3GPP Considerations
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[bookmark: _Toc211892421][bookmark: _Toc211951715][bookmark: _Toc211952257]6.7	TLS 1.3
[bookmark: _Toc211892422][bookmark: _Toc211951716][bookmark: _Toc211952258]6.7.1	General
The TLS 1.3 handshake protocol as defined in clause 4 of IETF RFC 8446 [58] is used in TLS 1.3, EAP-TLS 1.3, EAP-TTLS 1.3, OAuth 2.0, DTLS 1.3, and QUIC, and it can also be used in DTLS-SRTP. Since Release 15, TLS 1.3 has been mandatory to implement for the core network (cf. Annex E in TS 33.310 v15.0.0), and starting in Release 16, it has been mandatory to implement also for the ME (cf. Annex E in TS 33.310 v16.0.0).
IETF is in general recommending hybridization of KEMs and the hybrid KEM X25519MLKEM768 [65] has already received widespread implementation support and is the default in OpenSSL, Firefox, Chrome, Edge, Go, and other major platforms. According to CloudflareIt has been reported [25] that over, nearly 40% of all HTTPS client requests now use X25519MLKEM768. Standalone ML-KEM [64], ML-DSA [66] have seen more limited implementation but are supported in OpenSSL 3.5 LTS.
[bookmark: _Toc211892423][bookmark: _Toc211951717][bookmark: _Toc211952259]6.7.2	Current Work in IETF
The IETF has prioritized post-quantum migration in TLS as followsbased on maturity [61]:
•	Now (Hybrid + Pure ML-KEM)
•	Later (signatures)
•	Much later (dual certificates/composite signatures)
Hybrid signatures are significantly less mature and tThe IETF TLS wWorking gGroup has explicitly decidedplanned not to adopt work on hybrid signatures until "much later" [61], making them out of scope for this study.
The IETF TLS Working Group has introduced multiple drafts to enable a smooth transition to PQC in TLS 1.3. These proposals address both key exchange and authentication. These mechanisms collectively aim to maintain interoperability, minimize latency, and provide quantum-resistant security during and after the PQC transition.
In an LS to GSMA [62], the IETF TLS Working Group WG stated that they believe the IETF Adopted Draft "Post-quantum hybrid ECDHE-MLKEM Key Agreement for TLSv1.3" [65] is stable enough to be used as normative reference, and that referencing an adopted draft normatively is a practice that other organizations follow as well and that the TLS WG concur with that practice, particularly in this case [62].
[bookmark: _Toc211892424][bookmark: _Toc211951718][bookmark: _Toc211952260]6.7.2.1	IETF RFCs
No RFCs for the usage of PQC algorithms in TLS 1.3 are published yet.
Editor's Note: several of the adopted drafts are in the final stages and may be published before this document is finalised.
[bookmark: _Toc211892425][bookmark: _Toc211951719][bookmark: _Toc211952261]6.7.2.2	IETF Adopted Drafts
-	draft-ietf-tls-hybrid-design-16, "Hybrid key exchange in TLS 1.3" [63], specifies combining multiple key exchange algorithms (e.g., classical ECDHE with a PQ KEM) so that session security holds if at least one component remains secure. 
-	draft-ietf-tls-mlkem-04, "ML-KEM Post-Quantum Key Agreement for TLS 1.3" [64], proposes to use the NIST specified ML-KEM [21] in TLS 1.3.
-	draft-ietf-tls-mldsa-00, "Use of ML-DSA in TLS 1.3" [66], proposes to use the NIST specified ML-DSA [22] in TLS 1.3.
-	draft-ietf-tls-ecdhe-mlkem-00, "Post-quantum hybrid ECDHE-MLKEM Key Agreement for TLSv1.3" [65], defines three hybrid key agreements for TLS 1.3: X25519MLKEM768, SecP256r1MLKEM768, and SecP384r1MLKEM1024.
[bookmark: _Toc211892426][bookmark: _Toc211951720][bookmark: _Toc211952262]6.7.3		3GPP Considerations
Editor’s Note: This clause does not include any conclusions. 
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