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1	Decision/action requested
Agree tdoc for incorporation into the draft TS 33.502
2	References
[1]	3GPP TS 33.502 v0.2.0
3	Rationale
Based on approved WID (SP-250876), TS 33.502 will specify the following event as one of the events that need to be reported: 
- 	The NF collects information about events involving receiving a massive number of incoming messages on the SBA layer. 
According to TS 29.500, overload control enables an NF Service Producer, an NF Service Consumer, an SCP or an SEPP becoming or being overloaded to gracefully reduce its incoming signalling load, by instructing NF Service Consumers to reduce sending service requests or by instructing NF Service Producers to reduce sending notification requests respectively, according to its available signalling capacity to successfully process the requests. 
The SBA overload control may be performed by either using HTTP status codes or by including the Overload Information (OCI) in HTTP requests or responses, according to TS 29.500.
Both methods are triggered in situations in which the capability of a specific network function to handle incoming traffic may be compromised. Different causes may lead to such situation, being one a massive number of messages received by a specific function. In such situation, as specified in TS 29.500 an NF would be responding to the requests by issuing HTTP status code 429 (Too many requests) or including the Overload Control Information (OCI) header in the response to the requesting/notifying NF.
A different method to detect massive number of incoming messages would convey implementing counters in each network function, configurable depending on specific criteria (e.g. links capacity, CPUs, memory, etc) and to trigger the event reporting once a given threshold is reached during a specific period. Such counter would be used in the specific occasions of potential attack and would require to be dimensioned according to the successful/positive cases. Without the specific counter being currently implemented in the 5G system, this is a mechanism that would need to be evaluated and addressed by stage 2 and stage 3.
Thus, the proposal in this document addresses a triggering mechanism for the event based on the inclusion of OCI header by an NF or issuing an HTTP status code 429, or HTTP status code 503. Both methods are not assumed to be used constantly, so a number of these methods being responded by a specific NF during a specific period of time can provide enough information to determine a potential attack.  
An NF, SCP or SEPP can implement a counter (>=1) and optionally a time period (>=0) with preconfigured value as to trigger the event when the overload indication is sent either using HTTP status code 429 or including the OCI header. Alternatively, the counter and period of time can be an implementation of the security monitoring entity.
An example implementation of the security monitoring entity, as alternative to the implementation in the NF, could confirm the nature of the event as security or not depending on evaluating the number of times the event is reported in a period of time as well as further analysis of the contents of the event, etc. This functionality is not assumed to be specified in the TS 33.502. 
It is proposed to incorporate the description of the event and the information reported at detection.
4	Detailed proposal
* * * First Change * * * *
[bookmark: _Toc197526068]6.X		Security events related to massive number of incoming messages	Comment by merged: Massive number has attack connotations and implies assessment has been performed. Maybe a different title is needed
The massive number of incoming messages event is detected when an NF, including SCP and SEPP, issues a number of HTTP status code 429 or HTTP status code 503 responses to a requesting/notifying NF, or includes the OCI header in a response to a requesting or notifying NF.
NOTE: The event can be detected after a number of overload conditions have been reported (with HTTP 429, 503 or including OCI) during a predefined period of time. This is left to implementation and operator policy.
In addition to the information elements of clause 6.2, this type of events shall include the following: 
· Message: The incoming request message which triggered status code 429, 503, or Overload Control Information.
· Message type: NF service operation that originated the overload response 
· Event Source Response: The response generated by the NF Service Producer with problem details (e.g. status code 429, 503, or Overload Control Information).
· NF consumer: Identification of the NF where the message originates.

* * * End of Changes * * * *




