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Comments
This document provides an evaluation to Solution #11 in TR 33.703.  It is a solution that uses nested encryptions. It first encrypts parts of a SUPI using ECIES. Then it re-encrypts the final output of the ECIES scheme using a PQ KEM. A solution that uses nested encryptions, such as Solution #11, does not retain IND-CCA2 [3] security. The proof is in the following. Currently ECIES is IND-CCA2 secure, but the hybiridization of ECIES with a PQ KEM in the nested encryption manner is not IND-CCA2 secure if the outer encryption using PQ-KEM breaks.
Proof : Let us call the outer encryption PQ-KEM-ECIES and the inner encryption ECIES. Let us assume an adversary that has broken PQ-KEM-ECIES in such a way that the adversary can compute the private key from the public key. Now consider the IND-CCA game for the nested encryption. 
The adversary gives M0 and M1 in Step 3 of game [1]. The adversary gets challenge ciphertext PQ-KEM-ECIES(ECIES(Mb)) back from the Challenger. The Adversary decrypts ciphertext to get ECIES(Mb). Adversary reencrypts ECIES(Mb) to get ciphertext' = PQ-KEM-ECIES(ECIES(Mb)) which is different from challenge ciphertext since PQ-KEM-ECIES is randomized — all public-key encryption schemes used are randomized since they cannot be IND-CPA secure otherwise. 
The adversary is now allowed to ask for decryption of ciphertext' in Step 5 of the game [1] by making an adaptive query to the oracle. By getting the answer from the Oracle, the adversary can win the game in Step 6 of the game [3]. □
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7.2.1.11	Solution #11 to SUCI calculation: SUPI Concealment using hybrid method
Editor’s Note: Performances due to PQC operations performed after ECIES operations are FFS.
Editor’s Note: The pros and cons (including security, complexity and efficiency) of combining traditional asymmetric cryptographic algorithms with post-quantum cryptographic algorithms for SUCI calculation is FFS.
[bookmark: _Toc211892495][bookmark: _Toc211951789][bookmark: _Toc211952331]7.2.1.11.1	Introduction
Replacing classical cryptography with PQC algorithms at an early stage carries an inherent risk as a first time widespread deployment and more rigorous testing of PQC algorithms may be needed. So it will be beneficial to have it integrated with classical asymmetric cryptography based security mechanisms via a hybrid approach, where both classical asymmetric algorithms and post-quantum algorithms coexist. In case vulnerabilities are found in either type of algorithm, the presence of both classical and post-quantum algorithms in a hybrid setup reduces the impact of potential breaches, providing additional resilience to the overall cryptography. The hybrid method described here is applying PQC-based key encapsulation mechanism (KEM) to protect final output which is generated via ECIES.
[bookmark: _Toc211892496][bookmark: _Toc211951790][bookmark: _Toc211952332]7.2.1.11.2	Solution details
[bookmark: _Toc211892497][bookmark: _Toc211951791][bookmark: _Toc211952333]7.2.1.11.2.1 Processing on UE side
The processing on UE side is done as follows.


Figure 7.2.1.11.2.1-1: SUCI generation using hybrid method at UE
1. UE generates a final output_ECC using ECIES as described in Annex C.3.2 in TS 33.501 [4], where the final output_ECC is Eph. EC public key||ciphertext||MAC tag.
2. UE generates an ephemeral shared key (KPQC) and an encrypted PQC shared key based on a PQC-based public key associated with the home network.
3. UE generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and KPQC.
4. UE protects the final output_ECC using the encryption key and the MAC key. The final output is the concatenation of encrypted PQC shared key, ciphertext (i.e., Enc(Eph EC public key||ciphertext||MAC)), and MAC tag value.
Figure 7.2.1.11.2.1-1 defines the scheme output (i.e., the final output in step 4) as a result of the above steps, as defined in TS 23.003 [74].


Figure 7.2.1.11.2.1-2: Scheme output based on hybrid method
NOTE: Ciphertext output from PQC key encapsulation is referred to as encrypted PQC shared key as there is another ciphertext value from step 3 of symmetric encryption, to avoid confusion.
[bookmark: _Toc211892498][bookmark: _Toc211951792][bookmark: _Toc211952334]7.2.1.11.2.2 Processing on home network side
The processing on home network (HN) side is done as follows.


Figure 7.2.1.11.2-3: Decryption based on hybrid method at home network
1. Home network (HN) decapsulates the encrypted PQC shared key to derive the ephemeral shared key (KPQC).
2. HN generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and KPQC.
3. HN verifies the MAC and decrypts the ciphertext to derive the final output_ECC, using the MAC key and encryption key respectively.
4. HN obtain the plaintext block (i.e., UE ID) using ECIES as described in Annex C.3.3 in TS 33.501 [4].
NOTE: Ciphertext input to PQC key decapsulation is referred to as encrypted PQC shared key as there is another ciphertext value from step 3 of symmetric decryption, to avoid confusion.
[bookmark: _Toc211892499][bookmark: _Toc211951793][bookmark: _Toc211952335]7.2.1.11.3	Evaluation
TBD
The solution does not preserve IND-CCA2 security if the outer encryption using PQ-KEM breaks. 
Proof of not retaining IND-CCA2 security: Let us call the outer encryption PQ-KEM-ECIES and the inner encryption ECIES. Let us assume an adversary that has broken PQ-KEM-ECIES in such a way that the adversary can compute the private key from the public key. Now consider the IND-CCA game for the nested encryption. 
The adversary gives M0 and M1 in Step 3 of game [X]. The adversary gets challenge ciphertext PQ-KEM-ECIES(ECIES(Mb)) back from the Challenger. The Adversary decrypts ciphertext to get ECIES(Mb). Adversary reencrypts ECIES(Mb) to get ciphertext' = PQ-KEM-ECIES(ECIES(Mb)) which is different from challenge ciphertext since PQ-KEM-ECIES is randomized — all public-key encryption schemes used are randomized since they cannot be IND-CPA secure otherwise. 
The adversary is now allowed to ask for decryption of ciphertext' in Step 5 of the game [3] by making an adaptive query to the oracle. By getting the answer from the Oracle, the adversary can win the game in Step 6 of the game [3]. □
[bookmark: _GoBack]Editor’s Note: Further evaluation on whether solution is IND-CCA2 security compliant is FFS.
* * * End of Changes * * * *
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