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	Reason for change:
	Industry best practice has changed, so that now two authentication attributes are needed for account protection. According to European Union NIS2 directive (http://data.europa.eu/eli/dir/2022/2555) “the use of multi-factor authentication or continuous authentication solutions” is required.
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************** Start of 1st Change**************
[bookmark: _Toc19542385][bookmark: _Toc35348387][bookmark: _Toc187937491]4.2.3.4.2.1	Account protection by at least one two authentication attributes.
Requirement Name: Account protection by at least one two authentication attributes.
Requirement Reference: In accordance with industry best practice.
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an at least two authentication attributes is typically used, which, when combined with the user name, enables unambiguous strong authentication and identification of the authorized user.
Authentication attributes include:
-	Cryptographic keys
-	Token
-	Passwords
This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. 
NOTE: 	Several of the above options can be combined (dualmulti-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and is evaluated for individual cases.
Threat References: TR 33.926 [4], 5.3.3.5, IP Spoofing
Test Case:
Test Name: TC_ACCOUNT_PROTECTION_AUTHENTICATION
Purpose:
To ensure that all accounts are protected by at least one two authentication attributes.
Procedure and execution steps:
Pre-Conditions:
1)	All predefined accounts are identified in the documentation accompanying the Network Product.
2)	Instructions of how to create new accounts are provided in the documentation accompanying the Network Product.
3)	Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.
NOTE: 	No test is provided here for finding undocumented hard coded accounts as such tests be impossible to define in a general way. 
Execution Steps:

1)	After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.
2)	Attempt login to all predefined accounts identified (either documented or not) with and without using all the respective authentication attributes.
3)	Create a new account by following instructions in documentation.
4)	Attempt login to the newly created account.
Expected Results:
1)	It is not possible to login to any predefined account without using at least one two authentication attributes that satisfyies the conditions in the requirement.
2)	It is not possible to login to any newly created account without usage of at least one two authentication attributes that satisfyies the conditions in the requirement.
Expected format of evidence: 
Evidence containing the results of all login attempts, e.g. screenshots, log files, error messages.
************** End of 1st Change**************

