
3GPP TSG-SA3 Meeting #116	S3-242554-r1196
Jeju, South Korea, 20th - 24th May 2024

Source:	Nokia, Nokia Shanghai Bell
Title:	Solution to KI1 - Reuse SEG to protect N4
Document for:	Approval
Agenda Item:	5.3
1	Decision/action requested
It is requested to approve the pCR for inclusion in TR 33.757
2	References

3	Rationale
The pCR proposes a new solution to KI#1 which extends the SEG features to address the requirements.  
4	Detailed proposal
Include the solution into TR 33.757 for KI 1. 
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[bookmark: _1fob9te][bookmark: _3znysh7][bookmark: _Toc164534756]7.Y	Solution #Y: Extended SEG to support topology hiding and message inspection.
[bookmark: _Toc56501633][bookmark: _Toc106618437][bookmark: _Toc513475453][bookmark: _Toc95076618][bookmark: _Toc49376119][bookmark: _Toc159226040][bookmark: _Toc48930870][bookmark: _Toc164534757]7.Y.1	Introduction
TS 33.210 [11] clause 4.5 specifies the SEG as the border component to which all IP traffic shall pass through when leaving or entering a security domain. As the NPN and PLNM domains are perceived as separate security domains this solution proposes to extend the SEG to support topology hiding and message inspection. As described in TS 33.501 [3] clause 9.9 the N4 interface already support IPsec ESP and IKE-v2 certificate-based authentication. 
As SEG fulfils most of the requirements for KI#1, its proposed to reuse the SEG and extend the functionality to include message inspection and topology hiding.
[bookmark: _Toc48930871][bookmark: _Toc513475454][bookmark: _Toc159226041][bookmark: _Toc106618438][bookmark: _Toc49376120][bookmark: _Toc95076619][bookmark: _Toc56501634][bookmark: _Toc164534758]7.Y.2	Solution detail

Figure 1 shows the architecture as described in TS 33.501 [3] clause 9.9 and TS 33.210 [11] clause 4.5. 
Figure 1: Architecture.
The solution proposes to utilise the IPsec ESP for confidentiality protection between the SEG’s in their respective domain. Mutual authentication and authorisation are enabled by IKE-v2 certificate-based authentication. In addition, message filtering can be supported. This is already specified in TS 33.210 [11] and TS 33.501 [3]. 
As the SEG’s terminates the IPsec tunnel, messages on the N4 interface are in plaintext between the SMF and SEG and SEG and UPF, which enables the SEG to enforce bi-directional topology hiding and message inspection. Therefore, it’s proposed to use the already specified architecture to protect the N4 interface but extend the feature set of the SEG to include topology hiding and message inspection. The enablement of feature set is based on configuration.
To support message inspection besides message filtering the SEG needs to be extended to be N4 message content aware. 
[bookmark: _Toc159226042][bookmark: _Toc48930873][bookmark: _Toc513475455][bookmark: _Toc56501636][bookmark: _Toc49376122][bookmark: _Toc106618439][bookmark: _Toc95076620][bookmark: _Toc164534759]7.Y.3	Evaluation
The solution solves the requirements stated in KI#1 by.
· Enabling mutual topology hiding by deploying a SEG in each domain and thereby enforcing the topology hiding prior to sending the message cross the boundary.
· Enhances the message filtering already embedded in the SEG to block malformed or incorrect messages.
· Utilises the already standardised means to mutual authenticate and authorise the endpoints to which the interface is established.
Editor’s note: Assessment of LI requirements is FFS.
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