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1
Decision/action requested

This contribution proposes to resolve editor’s notes in evaluation part for solution #1.
2
References

[1]
3GPP TR 33.700-29
v0.2.0

3
Rationale

This contribution resolves editor’s notes contained in the evaluation part of the solution #1 of TR 33.700-29 [1].

1st Editor’s Note

Editor’s Note: In case that an initial setup of secure channel takes place, the optimization benefits of this solution as compared to the usual AKA procedures is FFS.
In solution #1,
· If a secure channel is setup, then the messages to establish the secure channel take place between the UE and the satellite where there is no connectivity problem. 

· The inclusion of the user data attached to the signalling NAS message during attachment, reduces the number of store and forward phases to exchange data between the UE and the ground compared to the usual AKA procedures. The reduced number of store and forward phases to exchange data between the UE and the ground (2 store and forward phases instead of 6) consists of significant optimization since the Key Issue #1 is due to unavailability of the feeder link. 
Consequenlty, it is proposed to remove the Editor’s Note and add clarification in the evaluation part.
2nd Editor’s Note: 

Editor's Note: It is FFS to study whether there is a risk of indirect DoS attack on HSS in case that the UEs are injecting many AVs (in loop or random) towards the satellite.
Solution #1 proposes to optionally setup a secure channel between the UE and the satellite to ensure that only authenticated and authorized UEs can communicate with the satellite to perform inverse AKA procedure. Additionnally, if the satellite has received several AVs, then the satellite proceeds only the last received AV. 

Therefore, there is a low risk of indirect DoS attack on HSS in case that the UEs are injective many AVs (in loop or random) towards the satellite. 

Consequently, it is proposed to remove this Editor’s Note and add clarification in the evaluation part. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.700-29 [1]. 

*** START of CHANGE ***

6.1.3
Evaluation

This solution addresses the Key Issue #1 and applies for S&F operations in EPS and 5G.

This solution fulfills the potential security requirements from the Key Issue #1.

This solution, by reversing roles between UE/USIM and network, enables an Authentication and Key Agreement mutual scheme, with same security level as the usual one.  
Those reversed roles, because UE is originating the procedure, enable to cope with the connection discontinuity introduced by intermittent satellite coverage. UE generating AV can directly secure the user data to be attached as payload associated with first signalling messages.

This solution also enables to optimize the satellite communication by including user data attached to signalling NAS message during attachment, maintaining, at each step the security level. The optimization is due to reduced number of store and forward phases to exchange data between the UE and the ground compared to usual AKA procedure.
This solution has impacts on the ME, USIM, MME/AMF/SEAF, HSS/AuC/UDM/AUSF/ARPF. 



There is a low risk of indirect DoS attack on HSS in case that the UEs are injective many AVs (in loop or random) towards the satellite since the solution proposes to optionnally setup a secure channel between the UE and the satellite to ensure that only authenticated and authorized UEs can communicate with the satellite to perform inverse AKA procedure. Additionnally, if the satellite has received several AVs, then the satellite proceeds only the last received AV.
The key used to generate authentication vectors should be stored on the satellite, which may not be the resources of the home operator.
*** END of CHANGE ***


