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1
Decision/action requested

It is requested to update the solution in TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29: "Study on Security Aspects of 5G Satellite Access in the 5G architecture; Phase 3"
3
Rationale

This pCR is proposed to remove the Editor’s note in the Solution 16 of TR 33.700-29 [1].
Editor’s Note: UE’s behaviour upon receiving Reject message is FFS.
The behaviour of UE upon receiving the reject message is added in step #4. Therefore, this Editor’s note can be removed.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.16.2
Solution details
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Figure 6.16.2-1: authorization during S&F MO data transmission
1. The UE has attached to the EPS, by performing the attach procedure under "normal/default Satellite operation" mode. 

Due to the mobility of satellite after the UE is attached, the feeder link between the eNB on board the satellite and MME on the ground network becomes unavailable and the "S&F Satellite operation" mode is supported by the eNB and MME.
2. The UE sends MO data by using the CP CIoT EPS Optimization or UP CIoT EPS Optimization.

3. Once receiving the MO data, the eNB determines whether the UE is authorized to use S&F satellite operation based on the UE context.  The UE context contains the UE S&F authorization information, which is provided by the MME based on the UE subscription information. If the UE S&F allowed geographical area is included in the UE S&F authorization information, the eNB further checks the location of the cell to which the UE is camped to determine whether to accept the MO data. If the UE S&F allowed time period is included in the UE S&F authorization information, the eNB further checks the time of MO data transmission to determine whether to accept the MO data.

4. If the UE is not authorized, the eNB sends reject message, indicating the unavailability of feeder link. Once receiving the reject message, the UE stops to send the MO data until both the service link and feeder link become available. If the UE is authorized, the eNB determines to temporarily store the MO data. 


NOTE 1:
The UE can determine the status of feeder link based on the coverage availability information and/or satellite orbit information.
When the feeder link between the eNB on board the satellite and MME on the ground network becomes available,

5. The eNB forwards the MO data to the MME.
6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

Editor’s Note: The impact of unprotected Reject message is FFS.
*************** End of the Change ****************
