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1
Decision/action requested

It is proposed to approve the proposed changes for inclusion in TR 33.757 [1].
2
References

[1]
3GPP TR 33.757: Study of security for PLMN hosting a NPN

3
Rationale

This contribution proposes the evaluation for solution #12. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.757 [1].

*************** Start of the changes ***************

7.12
Solution #12: Secure sensitive data with secure environment  
7.12.1
Introduction 
The solution addresses key issue #3. It is proposed that a Secure Environment is used for the execution of sensitive functions and the storage of sensitive data in the NFs deployed in customer premise.

7.12.2
Solution details

A Secure Environment (SeE) is a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data. All data produced through execution of functions within the SeE is unknowable to unauthorized external entities, which protects data it holds from unauthorized access and tampering.
The SeE is built from an irremovable, HW-based root of trust by way of a secure boot process, which occurs whenever an NF in customer premises is turned on or goes through a hard reset. The root of trust is physically bound to the NF. The secure boot process includes checks of the integrity of the SeE performed by the root of trust. Only successfully verified components shall be loaded or started. The SeE, after having been successfully started, shall proceed to verify other components of the hosting NF (e.g. operating system and further programs) that are necessary for trusted operation of the NF.

The SeE is used to provide the following protections to secure the sensitive data in customer premise:
-  Sensitive data such as SUPI and security context in UE context should be stored in the SeE of the NF in customer premise.
-  Sensitive functions such as key derivation functions should be performed within SeE.
-  All signaling messages should be confidentiality, integrity and replay protected while being transmitted in the customer premise.
-  The following attributes should additionally be confidentiality protected when being sent between the NF in dedicated network and 5GC:
- SUPI.
In summary, this solution proposes that the customer has appropriate physical and other security measures in place to protect the SUPI.
7.12.3
Evaluation


The solution can prevent unauthorized data retrieval from Trust Environment that addresses the requirement of key issue 3. It’s left for implementation how the SUPI is exchanged from the PLMN to the NPN SeE without disclosure.
The solution relies on the implementation of Secure Environment to secure the execution of sensitive functions and the storage of sensitive data in the NFs deployed in customer premise. 

Editor's note: evaluation is ffs

**** End of Changes****

