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	Reason for change:
	This CR is to address the CVD issue related to NFDiscovery in SBA raised in the LS from GSMA (S3-241764) as NFDiscovery Bypass Attack on 5G core. 
Excerpts from LS:

· Summary of finding: 
NRF finds target NFs that serve the sNssais as appeared in requestersNssais. A compromised consumer can obtain NF Profiles (with all sensitive metadata) of any producer, by using sNssais (to which the consumer wants access) and requestersNssais attributes (which the consumer presents) in the NF Discovery Request (TS 29.510, 6.2.3.2.3.1) towards NRF. The researchers claim there is a lack of cross-checking by NRF between requestersNssais received in the NF Discovery Request and the sNssais of the consumer NF Profile. 

· Discussion/Observation: 
Both information are provided by the same NF, hence even if compromised, this check does not bring anything. If NRF wants to check information against another source, it should be the NF certificate.

We believe there is a misunderstanding. NRF verifies the S-NSSAI in the requestersNssais (in the request message) with the allowed S-NSSAI in the producer’s NF profile at NRF, not the one in the request message of the consumer.  NRF returns only those NF profiles of NF instances allowing to be discovered from at least one network slice identified by the requestersNssais attribute and if requested by the consumer in sNssais. Hence, the specification text may have been mis-interpreted by the researchers when stating that the requestersNssais could be checked by NRF against sNssais in Consumer NF Profile. 

· Proposed action: 
3GPP to consider whether clarification of the specification text on NRF behaviour is needed when providing a NF Discovery response.

Regarding NRF behaviour of handling authorization check during NF discovery, there are some details already specified in the stage 3 specification TS 29.510. 

For example, in the TS 29.510 clause 6.1.6.2.2 it is stated that:

allowedRuleSet:
Map of rules specifying NF-Consumers allowed or denied to access the NF-Producer. The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [22], with a maximum of 32 characters.
This IE may be present when the NF-Producer and the NRF support Allowed-ruleset feature as specified in clause 6.1.9.
When NRF utilizes this parameter to determine if the NF-Consumers allowed or denied to access an NF-Producer, it matches the NF-Consumer's properties (PLMN, SNPN, nfType, NfDomain, S-NSSAIs) against each rule in decreasing order of priority (1 being the highest). When a matching rule is found, the search is stopped and the NF-Consumer is allowed/dis-allowed to access the NF-Producer (see Annex C).

And in the TS 29.510 clause 6.2.3.2.3.1, it is stated that:

NOTE 12:	Based on operator's policies, a discovery request not including the requester's information necessary to validate the authorization parameters in NF Profiles may be rejected or accepted but with only returning in the discovery response NF Instances whose authorization parameters allow any NF Service Consumer to access their services. The authorization parameters in NF Profile are those used by NRF to determine whether a given NF Instance / NF Service Instance can be discovered by an NF Service Consumer in order to consume its offered services (e.g. "allowedNfTypes", "allowedNfDomains", etc.).

And in the TS 29.510 Annex C, it is stated that:

When scope of authorizations allowed to NF-Service-Consumers of different PLMNs, S-NSSAIs, SNPNs, NF-Domains etc. are different, it is not always possible for an NF (Service) Producer to register an authorization profile into NRF using allowedXXX parameters alone. The Allowed-ruleset feature addresses such requirements by extending the authorization policy with a prioritized list of RuleSets in the NF (Service) profile.


	
	

	Summary of change:
	Added clarifying text on NRF behaviour during discovery request processing. 

	
	

	Consequences if not approved:
	May cause confusion. 

	
	

	Clauses affected:
	5.9.2, 13.3.1.3	

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	Intro sentence to list of requirements starts in new line (enter).

	
	

	This CR's revision history:
	Merger of S3-241949, S3-241798, and S3-242238





[bookmark: _Toc45028831][bookmark: _Toc45274496][bookmark: _Toc45275083][bookmark: _Toc51168341][bookmark: _Toc161838334]
************ Start of changes*****************
[bookmark: _Toc19634594][bookmark: _Toc26875652][bookmark: _Toc35528402][bookmark: _Toc35533163][bookmark: _Toc45028505][bookmark: _Toc45274170][bookmark: _Toc45274757][bookmark: _Toc51168014][bookmark: _Toc153373304]5.9.2.2	NRF security requirements
The Network Repository Function (NRF) receives NF Discovery Requests from an NF instance, provides the information of the discovered NF instances / NF service instance to the requesting NF instance or SCP, and maintains NF profiles. 
The NRF receives from NF Service Consumers or SCPs access token requests for service consumption and provides authorization tokens. 
The NRF shall act as authorization server.Theserver. 
The following NRF service-based architecture security requirements shall apply:
NRF and NFs that are requesting service shall be mutually authenticated. 
NRF may provide authentication and authorization to NFs for establishing secure communication between each other. 




************ next change *****************

13.3.1.3	Authorization of discovery request and error handling 
When NRF receives message from unauthenticated NF, NRF shall support error handling, and may send back an error message. The same procedure shall be applied vice versa.
After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration. After successful registration, the NF Profile shall be stored at the NRF. 	Comment by Nokia R2: Should stay, I reverted. Fits okay with added text afterwards.

The NRF shall verify the parameters in the Nnrf_NFDiscovery_Request from the NF against the stored NF profile and decide whether the NF is authorized to perform discovery. NRF shall only return NF instances in the discovery response message for which the registered NF profile information (allowed parameters and rules) match the NF Service Consumer information received in the discovery request.   
 
In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF Service Consumer, as described in clause 4.17.4 of TS23.502 [8].
In the roaming scenario, the NRF of the NF Service Producer shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF Service Consumer and the serving network ID.
If the NRF finds NF Service Consumer is not allowed to discover the expected NF instances(s) as described in clause 4.17.4 of TS 23.502[8], NRF shall support error handling, and may send back an error message.
NOTE 1: 	Void.
When a NF consumes the Nnrf_NFManagement or the Nnrf_NFDiscovery services provided by the NRF, the usage of the OAuth 2.0 access token for authorization between the NF and the NRF is optional.

************ End of changes*****************

