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1
Decision/action requested

It is proposed to agree to a new solution for IMS avatar communication for inclusion in TR 33.790.
2
References

[1]
3GPP TR 33.790: "Study on the security support for the next generation real time communication services phase 2"

3
Rationale

A new solution is proposed for Key Issue #2: "Security of IMS based Avatar Communication". 
4
Detailed proposal

*** 1st CHANGE ***

6.0
Mapping between key issues and solutions

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2

	Solution #1: Signing and verification of third party ID information
	X
	

	Solution #2: Security of 3rd party specific identities
	X
	

	Solution #3: Support of Third Party specific User Identities in IMS using STIR/SHAKEN
	X
	

	Solution #X: Security for IMS based Avatar Communication
	
	X

	
	
	

	
	
	

	
	
	


*** 2nd CHANGE ***

6.X
Solution #X: Security for IMS based Avatar Communication
6.X.1
Introduction

This solution addresses the Key Issue #2 "Security of IMS based Avatar Communication". 
As stated in key issue #2 details, subscribers could use Avatars during their calls to other subscribers. Avatars are expected to be identified by Avatar IDs and Avatar IDs are used for referring to the Avatar objects during IMS calls. From a security point of view, a solution for handling IMS calls using 3P IDs is quite similar to handling of Avatar enriched IMS calls. Therefore this solution description is similar to solution #2 " Security of 3rd party specific identities ".
This solution proposes to use the existing Ms reference point and procedures as described in TS 24.229 [4] and STIR/SHAKEN framework [5] while adopting draft-ietf-stir-passport-rcd-26 [6] for signing and verification of both the caller and the callee avatar related data and metadata. 
Editor's Note: Whether this procedure is applicable to DC based avatar communication is FFS. 
Editor's Note: Alignment with TR 23.700-77 terminology is FFS. 
6.X.2
Solution details

Figure 6.X.2-1 shows the sequence diagram of the solution.
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Figure 6.X.2-1: Avatar IMS communication 

1.
The Caller UE sends a SIP INVITE that contains the Caller IMPU and optionally the Avatar identifier (Caller Avatar ID) .

2.
The originating IMS system checks whether the IMS subscription of the calling UE is authorized to use avatars and the Avatar ID.. If the UE is not authorized to use avatars , then the originating IMS system ignores the Avatar ID data within the SIP INVITE (if present) and does not execute the rest of avatar related steps during the call set-up. The call continues without presenting any avatar to the callee. 
Editor's Note: How is UE authorized to use avatars is FFS  

If the UE is authorized to use avatar IMS communication, the originating IMS system retrieves the avatar object data (avatar representations such as avatar images or avatar animation models, avatar metadata e.g. avatar name, avatar user name etc) or avatar object references of the caller from an Avatar Object Server (AOS) based on the received IMS identity and potentially provided Avatar ID. The originating IMS system could also provide the callee IMS identity (Callee IMPU) for authorization purposes in Step 21. If the Callee IMPU is also provided to the OAS upon the originating system accessing the avatar objects then the OAS maintains a tuple (see Step 21) for the purposes of authorization when the caller/callee attempts to access the callee/caller avatar in a later stage. If no Avatar object data exist for this subscriber (IMS identity), the rest of avatar related steps are not executed during the call set-up. The call continues without presenting any avatar to callee.

NOTE 1:
The AOS is in general a database of avatar objects for each IMS subscriber. An IMS subscriber is identified by the IMS identity and for each identity there could be multiple avatar objects each of which identified with a unique identifier Avatar ID. Each avatar object can include an avatar image, or avatar animation model, avatar name/nickname, etc. The OAS can also have a default avatar object for a specific IMS identity for a Avatar ID with no value.  

NOTE 2:
If no Avatar ID is received in the SIP INVITE from the UE, suppression of a AOS lookup can be optionally applied based on a local policy. If there is a mismatch between the received Avatar ID in the SIP INVITE and data retrieved from the AOS based on the IMS identity, it is governed by a local policy of the originating IMS system how the population of the Avatar object data or avatar object references into the SIP (Identity) header will be done. It can be noted that the SIP identity header is an example header that can carry avatar objects, avatar object references (e.g. URIs) or the Caller Avatar ID. In the context of avatar communication a new SIP header could be introduced or the these pieces of information (avatar objects, avatar object references, Avatar ID etc) could be grouped along when calculating the signature and could be included as additional data in a SIP INVITE. 


3.
The originating IMS system adds a P-Asserted-Identity header field asserting the telephone number and avatar object data of the SIP UA and invokes the originating STI-AS (O-STI-AS)to sign the SIP Identity header.

NOTE 3:
The avatar object data to be signed can be any combination of the avatar object information included in the AOS database for a specific IMS subscriber and a specific Avatar ID. For example the avatar object data to be used for signing can be the Avatar ID, a reference (URI) to an avatar image, an avatar nickname, the IMS user full name etc.   

4.
The O-STI-AS signs the SIP identity header according to STIR/SHAKEN framework and draft-ietf-stir-passport-rcd-26[6].

5.
The O-STI-AS returns the signed SIP identity header back to IMS system.

6.
The originating IMS system routes the call to the egress IBCF. Then the SIP INVITE is routed over the NNI through the standard inter-domain routing configuration. The terminating service provider’s ingress IBCF receives the INVITE over the NNI and forwards to terminating IMS systems. 

7.
The terminating IMS system invokes the terminating STI-VS (T-STI-VS) to verify the signed SIP identity header.

8.
The T-STI-VS validates the certificate, extracts the public key and verifies the signature in the Identity header field, which validates the Caller ID and avatar data signed in the INVITE message on the originating O-STI-AS. 

9.
Depending on the result of the STI validation, the T-STI-VS determines that the call is to be completed with an appropriate indicator and the result is passed back to the terminating IMS system which continues to set up the call to the terminating SIP UA. If the Caller ID is validated OK but not the avatar data (avatar object or avatar references), the call can continue but without using any avatar to the terminating SIP UA.

10.
The SIP INVITE with the verstat parameter is sent to terminating SIP UA. The terminating IMS system could optionally send the avatar data to the terminating SIP UA. The purpose of this information is for the terminating SIP UA to be able to render the originating avatar object at the terminating side. 

11.
The terminating SIP UA sends 18X and 200 to the terminating IMS system. If the terminating SIP UA can support avatar IMS communication, the SIP UA can optionally include the Callee Avatar ID in the 18X or 200 type of message. 

12.
The terminating IMS system checks whether the IMS subscription of the callee UE is authorized to use avatars and the Avatar ID in the IMS communication between the caller and the callee. If the UE is not authorized to use avatars, then the terminating IMS system ignores the Avatar ID data within the 18X/200 message (if present) and does not execute the rest of avatar related steps during the call set-up. The call continues without presenting any avatar to the caller. The terminating IMS system could also provide the callee IMS identity (Callee IMPU) for authorization purposes in Step 21.
Editor's Note:
 It is FFS how the avatar repository determines whether an avatar model/data can be returned to the IMS system.

If the callee UE is authorized to use avatar IMS communication, the terminating IMS system retrieves the avatar data objects  of the callee from the (AOS) based on the received IMS identity. If the caller IMS identity is also provided to the OAS upon the terminating system accessing the avatar objects then the OAS maintains a tuple (see Step 21) for the purposes of authorization when the caller/callee attempts to access the callee/caller avatar in a later stage. Please observe that the OAS of the caller and the AOS of the callee could be different. If no Avatar object data exist for this subscriber (IMS identity), the rest of avatar related steps are not executed during the call set-up. The call continues without presenting any avatar to caller.

NOTE 4:
If no Avatar ID is received in the SIP 18X/200 from the UE, suppression of a AOS lookup can be optionally applied based on a local policy. If there is a mismatch between the received Avatar ID in the SIP 18X/200 and data retrieved from the AOS based on the IMS identity, it is governed by a local policy of the originating IMS system how the population of the avatar object data into the SIP (Identity) header will be done. In this step the It can be noted that the SIP identity header is an example header and similar considerations as in Step 2 are assumed.

13.
The terminating IMS system potentially adds a P-Asserted-Identity header field asserting the telephone number and avatar object data of the SIP UA of the callee and invokes the terminating STI-AS (T-STI-AS)to sign the SIP Identity header.

14.
The T-STI-AS signs the SIP identity header according to STIR/SHAKEN framework and draft-ietf-stir-passport-rcd-26[6].

15.
The T-STI-AS returns the signed SIP identity header back to terminating IMS system.

16.
The terminating IMS system sends the 18X/200 message including the signed avatar object databack to the originating IMS system. Over the NNI through the standard inter-domain routing configuration.

17.
The originating IMS system invokes the originating STI-VS (O-STI-VS) to verify the signed SIP identity header.

18.
The O-STI-VS validates the certificate, extracts the public key and verifies the signature in the Identity header field, which validates the Caller ID and avatar object or avatar object references signed in the 18X/200 message on the originating T-STI-AS. 

19.
Depending on the result of the STI validation, the O-STI-VS determines that the call is to be completed with an appropriate indicator and the result is passed back to the originating IMS system which continues to set up the call to the originating SIP UA. If the Caller ID is validated OK but not the avatar related data (avatar object or avatar references), the call can continue but without using any avatar to the terminating SIP UA.

20.
The SIP 18X/200 message with the verstat parameter is sent to originating SIP UA. The originating IMS system could optionally send avatar object data to the originating SIP UA. The purpose of this information is for the originating SIP UA to be able to render the terminating avatar object at the originating side. 

Editor's Note: It is FFS when does the originating IMS system retrieve the callee avatar data.
21.
An avatar call is being initiated between the originating and terminating UEs. As part of this step the originating and terminating UEs may access avatar objects of the other party in order to render the avatars at each UE, i.e., the callee UE could access the avatar objects of the caller based on avatar object data in the signed SIP identity header received from step 10 and similarly the caller could access the avatar objects of the callee based on avatar object data in the signed SIP identity header received from Step 20. If the OAS includes a tuple of (Caller IMS Identity, Callee IMS identity, Caller Avatar ID, Callee Avatar ID) for authorization purposes, the OAS allows access to caller or callee avatar objects based on UEs providing their IMS identities and Avatar IDs. A local policy on OAS can determine if the UEs can access the avatar objects once or multiple times. 

Editor's Note: It is FFS how the solution works in case the rendering is caller-UE or callee-UE centric (and not both) or network-centric.
6.X.3
Evaluation

This solution addresses the requirements of Key Issue #2 "Security of IMS based Avatar Communication" 
The solution reuses the existing STIR/SHAKEN architecture with enhancements that the STI-AS and STI-VS needs to support the signing and verification of the SIP identity header including avatar object data or references.

The solution relies on a Avatar Object Server which contains the association of the Avatar ID and the corresponding Avatar objects (e.g. avatar images, animation models etc) with the corresponding IMS identities.


Editor's Note: Further evaluation is FFS. 
*** END OF CHANGES ***

�I removed this since there is another Editor's Note in clause 6.X.1





SIP UA
Originating
IMS system
O-STI-AS
Avatar Object  Server
Terminating
IMS system
T-STI-VS
2. Get Avatar Data (Caller IMS identity, [Caller Avatar ID], [Callee IMS identity])
16. 18X and 200 (Signed SIP identity header)
6. SIP INVITE (with signed Identity header)
1. SIP INVITE (Caller IMPU, [Caller Avatar ID])
3. Invoke signing of SIP Identity Header
4. Sign potentially Identity  header
5. Return signed Identity Header)
20.18X and 200 (verstat parameter, [Callee avatar data])
8. Verify header
10. SIP INVITE with verstat para, [Caller avatar data])
SIP UA
7. Invoke verifying of Signed Identity header
9. Result of Identity header verification with verstat para
T-STI-AS
13. Invoke signing of SIP Indentity Header
11. 18X and 200 (Callee Avatar ID)
14. Sign header
15. Return signed Identity Header
O-STI-VS
17. Invoke verifying of signed SIP identity header
18. Verify header
19. Result of SIP Identity Header verification with verstat para
12. Get Avatar Data (Callee IMS Identity,[Callee Avatar ID], [Caller IMS identity])
21. Avatar based communication



