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1
Decision/action requested

This contribution provides a solution to KI#1 in TR 33.794.
2
References
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3
Rationale

The contribution provides a solution to address KI#1 in TR 33.794 considering all the discussions and observations made in both Rel.18 [2] and Rel.19 [1] TRs. The list of scenarios covered in TR 33.794 clause 5.1 is considered for data collection to enable security evaluation and monitoring, whereas the actual determination of when to subcribe to such event data collection to enable security evaluation and monitoring is left to operator policy. Further one of the existing data collection features allows data to be collected from the data source directly and if needed also allows complementatry data colletion from the OAM, as stated for the NF load analytics related input data collection in TS 23.288 Clause 6.5.2, Table 6.5.2-1. So, similar principles are reused for security event data collection as well, and determination of it (either to collect directly from data source or to complemetartly collect data from OAM for a any specific event ID(s)), is left to operator policy.
Table 6.5.2-1: Data collected by NWDAF for NF load analytics

	Information
	Source
	Description

	NF load
	NRF
	The load of specific NF instance(s) in their NF profile as defined per TS 29.510 [18].

	NF status
	NRF
	The status of a specific NF instance(s) (registered, suspended, undiscoverable) as defined per TS 29.510 [18].

	NF resource usage
	OAM
	The usage of assigned virtual resources currently in use for specific NF instance(s) (mean usage of virtual CPU, memory, disk) as defined in clause 5.7 of TS 28.552 [8].

	NF resource configuration
	OAM
	The life cycle changes of specific NF resources (e.g. NF operational or interrupted during virtual/physical resources reconfiguration) as defined in clause 5.2 of TS 28.533 [19].


NOTE 1:
The OAM information can be used as a complement to NRF information for some or all of the following aspects: resources utilization, NRF information correlation and alternative source of information if NRF information on load is not available.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
7.Y
Solution #Y: Network assisted potential data collection and exposure for security evaluation and monitoring

7.Y.1
Introduction

The solution address key issue#1.
7.Y.2
Solution details

The potential security event(s) (i.e., scenarios listed in Clause 5.1) based data collection and exposure to Operator’s Security Function to aid in timely attack/threat detection is described in this solution.
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Figure 7.Y.2-1: security event(s) data collection to enable security evaluation and monitoring

The steps shown in Figure 7.Y.2-1 is described below.

1. An existing function (such as NWDAF) or a new function can offer the service(s) to collect and provide security event(s) data as listed below to enable Operator’s security function based security evaluation and monitoring. 

Whether the security event(s) data collectionis done by NWDAFor by a new function is up to the conclusions of the study. To keep it simple, the term NWDAF is used further in the step description.

According to operator policy, NWDAF subscribes to NF or OAM (i.e., Data Producer) for event exposure services related to the following security events (identified with suitable event IDs).

· Authentication and Authorization failure event 

· Reconnaissance detected authentication and authorization event
· Malformed SBI message event

· Message and service load event

· Abnormal SBI call flow event

2a. The NWDAF subscribes to the NFs in order to be notified for data collection on the related security event(s) reusing the principles of event exposure services based on TS 23.288 [13] Clause 6.2.2.2. 

For each of the security events, if a related event occurs, the NF can notify its own NF ID, event ID, time stamp, and event data (e.g., as report or security logs). The event data is described in the Table 7.Y.2-1.

Table 7.Y.2-1: Event data to be collected for various security events
	Security events 
	Event data (e.g., as report or security logs)

	Authentication and Authorization failure event
	- Refer Clause 5.1.3.2

- Related kpis or metrics such as number of times the event occurred can be considered.

	Unintended Operation event (i.e., TLS session and API invocation related to reconnaissance scenario)
	- Refer Clause 5.1.4.2

- Related kpis or metrics such as number of times the event occurred can be considered.

	Malformed message event
	- Refer 5.1.1.2

- Additionally, if the operator policy allows, the event data can include received malformed message(s), else it can be ignored.

Related kpis or metrics such as number of times the event occurred can be considered.

	Message and service load event
	- Refer Clause 5.1.2.1 and 5.1.2.2.

- For this event, additionally subscribe to standardized services by NRF and OAM based on TS 23.288 [13] for NF load (clause 6.5) and network performance (clause 6.6) analytics. If deployed, such services and collected data can be also used as event data additionally.
- Related kpis or metrics such as number of times or load duration the event occurred can be considered.

	Abnormal SBI call flow event
	- Refer Clause 5.1.5.2

- Related kpis or metrics such as number of times the event occurred can be considered.

	NOTE 1: The event data includes the NF ID(s) which attempted the event(s).


2b. The NWDAF based on operator policy for the security events may collect relevant management data from the services in the OAM as configured by the PLMN operator based on TS 23.288 [13] Clause 6.2.3.

3a. The NWDAF based on operator policy has implicit subscription to the Operator’s Security function to provide the security event data. The NWDAF sends the collected data specific to the security events to the Operator Security function.

NOTE 3: To let the Operator Security function to consume the security event data exposure service, an implicit subscription can exist based on operator policy or it can be based on explicit subscription. Further details of the event exposure subscription can be upto the normative phase. To keep the impacts minimal, implicit subscription is considered.
3b. The NWDAF receives the response with acknowledgement from the Operator Security function. 
Editor’s Note: The security risk of handling security logs with non-security data and evaluation with respect to the best practices of NIST SP 800-92, sections 2.3.2 and 5.1.3 is FFS.
Editor’s Note: The impact to both standardization and products of sending the same data over multiple interfaces is FFS.
Editor's Note: The need to do this aggregation collection at the SBA layer is FFS

Editor's Note: The need for OAM to expose such data to an intermediary at the SBA layer is FFS



7.Y.3
Evaluation
Editor’s Note: Evaluation is FFS.




*****End of Change 1*****
�Sufficiently we did the security analysis on this in Rel.18, please refer all evaluations captured in TR 33.894. We don’t need to redo those discussions again. 
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