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1
Decision/action requested

This document proposes a clarification to Solution #4 on store and forward Satellite Operation.
2
References

3
Rationale

The paper adds clarification to Solution #4.
4
Detailed proposal

Start of Change

6.4
Solution #4: Store and forward satellite operation
6.4.1
Introduction

This solution addresses “Key issue #1: Security protection in Store and Forward Satellite Operation”.

In the solution it is assumed that the normal 5GC registration procedure is not able to be performed due to time outs of the different protocols. It is proposed here that the UE and the 5GC perform a provisional one-round-trip procedure for a provisional registration, i.e. the UE is not fully registered at this point in time, thus is not e.g. eligible to receive terminating data or establish a PDU session. The UE and the network may generate a provisional key for the NAS signalling only valid for one small data transmission, the UE and satellite may use also a provisional key for the RRC signalling. The UE receives a token from the 5GC to compute a result from the challenge to authenticate itself when it sends the small data in a NAS message, which may be protected by a provisional key. The provisional NAS key will be derived without NAS SMC procedure in order to save one round trip of messages. The network may assign a new token in the acknowledgement of the NAS message for the next time usage. 

In that way, the small data is protected via the store and forward network and, depending on the validity time of the token, it is not time sensitive that a procedure needs to be carried out within a specific time window. The small data is transferred within the NAS message similar to the small data IoT feature. Each time the UE sends small data, it derives the new NAS keys and computes the corresponding authentication result from the previously received token.

The solution is split into two parts, the provisional registration procedure and the small data transmission within a NAS message, including the authentication response token.

The key features of the solution are the following: 

Solution is independent of the specific system link which is not available. Interruption of the logical RRC and NAS connections are mitigated by this solution.

A key feature of this solution is bundling the authentication round trip with the NAS SMC in one message. The authentication token the normal auth challenge in 5G-AKA or EAP-AKA’ using preconfigure default values e.g. for UL Count so that both sides can derive the whole set of keys without waiting for the UE to reply.

Authorization for a UE to use this solution can be achieved via checking in the AUSF when generating the authentication challenge, or in the UDM when de-concealing the SUCI.

Solution depends on an indication that a satellite supports Store-and-Forward operation, e.g., via a future T.B.D. SIB message.

Solution may be used to mitigate connectivity interruptions due to outages of the inter satellite links and/or feeder links when a UE has small messages to send, e.g. when a UE is operating in MICO mode.
6.4.2
Solution details
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Figure 6.4.2-1: Provisional Registration Procedure
1. The UE sends a NAS Registration Request to the store and forward satellite network. The UE includes an indication for the AMF that the registration is via store and forward and not a normal registration procedure. The NAS timer for this Registration message is much longer than usual for normal registrations to ensure the timer does not expire until the response message it received later.

2. The satellite stores the NAS message and forwards it to the AMF once the link becomes available. 

3. The AMF/SEAF sends an Nausf_UEAuthentication_Authenticate Request message to the AUSF including the indication that the registration is via store and forward network. The indication helps AUSF not to let the registration procedure time out and to keep the UE in a provisional registration state after sending out the authentication challenge and to derive already the NAS keys without NAS SMC.   

4. The AUSF sends the Nudm_UEAuthentication_Get Request to the UDM including the indication that the registration is via store and forward network. 

5. The UDM selects the authentication mode and creates an authentication token for the UE, i.e. the authentication token has the form of the authentication challenge of EAP-AKA’ or 5G-AKA that can be computed by the UE to an expected result in a similar way as in the UDM. The UDM derives the key KAUSF based on the selected authentication token and computes an expected authentication result. 

6. The UDM sends an Nudm_UEAuthentication_Get Response to the AUSF, including the authentication token and the authentication result. 

7. The AUSF marks the UE as provisional authentication based on the indication that the registration is via store and forward network and the authentication token. The AUSF derives the KSEAF from the KAUSF.

8. The AUSF sends a Nausf_UEAuthentication_Authenticate Response to the AMF including the authentication token and KSEAF. This is different from existing procedure where KSEAF is provided only upon receiving authentication success message from the UE.
9. The AMF derives both the KAMF and the provisional NAS keys from KSEAF without performing a NAS SMC procedure. The default algorithms for integrity and confidentiality maybe preconfigured in the AMF and UE. The UE is marked in the AMF as provisionally registered, i.e. the UE can send small data in the protected NAS messages but cannot receive any terminating services since it does not have a PDU Session and would not get paged by the AMF.

10. The AMF sends a Registration Accept to the UE via the store and forward satellite including an indication that the registration is provisional and the authentication token. 

11. The serving satellite sends a Registration Accept to the UE including an indication that the registration is provisional and the authentication token. 

12. The UE computes the authentication result from the authentication token. It computes the keys in the same way as the 5GC including the provisional NAS keys from the long term key K with the same default configuration. The NAS keys are then used to confidentiality and integrity protect the NAS message sent via the store and forward links including the embedded small data. 

The next figure describes the transmission of the small data packet within the protected NAS message:
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Figure 6.4.2-2: Protected Small Data Transmission
1. The UE sends a NAS Request to the store and forward satellite network. The UE includes its identifier, the authentication result computed from the previously received authentication token, and the small data. The NAS message is confidentiality and integrity protected with the provisional NAS keys. The NAS timer for the NAS message is much longer than usual for normal messages to ensure the timer does not expire until the response message it received later.

2. The satellite stores the NAS message and forwards it to the AMF once the link becomes available. 

3. The AMF/SEAF sends an Nausf_UEAuthentication_Authenticate Request message to the AUSF including the authentication result. 

4. The AUSF verifies the received authentication result with the one received from the UDM in the provisional registration procedure. If the verification is successful, the AUSF keeps the UE as provisional authenticated and requests a fresh authentication token from the UDM. 

5. The AUSF sends the Nudm_UEAuthentication_Get Request to the UDM including the indication that the registration is via store and forward network to request a new authentication token. The AUSF may include the verification result. 

6. The UDM selects the authentication mode and creates a new authentication token for the UE, i.e. the authentication token has the form of the authentication challenge of EAP-AKA’ or 5G-AKA that can be computed by the UE to an expected result in a similar way as in the UDM. The UDM derives the new key KAUSF based on the selected authentication token and computes an expected authentication result. 

7. The UDM sends an Nudm_UEAuthentication_Get Response to the AUSF, including the new authentication token and the new authentication result. 

8. The AUSF keeps marking the UE as provisional authentication based on the indication that the registration is via store and forward network and the new authentication token. The AUSF derives the new KSEAF from the KAUSF. 

9. The AUSF sends a Nausf_UEAuthentication_Authenticate Response to the AMF including the new authentication token and the verification result.

10. The AMF forwards the small data to the respective network function if the verification result is successful. The AMF derives the new KAMF and the new provisional NAS keys without performing a NAS SMC procedure. The default algorithms for integrity and confidentiality maybe preconfigured in the AMF and UE. The UE is kept marked in the AMF as provisionally registered, i.e. the UE can send small data in the protected NAS messages but cannot receive any terminating services since it does not have a PDU Session and would not get paged by the AMF.

11. The AMF sends a NAS Response message to the UE protected with the old provisional NAS keys via the store and forward satellite including an acknowledgement for the small data and the new authentication token. The AMF may delete the old NAS keys after the protection of this message, also considering the NAS retransmission timers.

12. The serving satellite sends a NAS Response message to the UE including an acknowledgement for the small data and the new authentication token. 

13. The UE computes the new authentication result from the new authentication token. It computes the new keys in the same way as the 5GC including the provisional NAS keys from the long term key K with the same default configuration. The new NAS keys are then used to confidentiality and integrity protect the next NAS message sent via the store and forward links including the embedded small data. The UE may delete the old NAS keys after the successful reception of the NAS Response message.

6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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