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1
Decision/action requested

It is requested to approve the chapter 4 content.
2
References

[x] 3GPP TR 33.702: "Study on Security for mobility over non-3GPP access to avoid full primary authentication."

3
Rationale

This pCR introduces a new solution for AUN3 devices.
4
Detailed proposal

**** START OF CHANGE ****
6.x
Solution #1: AUN3 device reconnecting
6.x.1
Introduction 

This solution addresses the security solution for KI#2. There are two kinds of AUN3 devices:

· AUN3 device not supporting 5G key hierarchy (authentication is defined in Section 7B.7.2 of TS 33.501 [3])

· AUN3 device supports 5G key hierarchy. (Authentication is defined in Section 7B.7.3 of TS 33.501 [3]).

Therefore, we need solutions for both kinds of devices.

6.x.2.1
Procedure for AUN3 device not supporting key hierarchy
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Figure 6.x.2-1 AUN3 mobility procedure
0: AUN3 device is connected and authenticated via RG1 as defined in clause 7B.7.2 of TS 33.501 [3]. RG also provide 5G GUTI to the AUN3 device. AMF also stores MSK in the UE context after the successful authentication.

1.  AUN3 device wants to connect to RG2 and it initiates a layer 2 connection with the 5G-RG either.

2.
The 5G-RG shall initiate the EAP authentication procedure by sending an EAP request/Identity to the AUN3 device in a layer 2 frame (e.g., EAPOL). 

3.  The AUN3 device shall send back an EAP response/Identity with 5G-GUTI if available. Otherwise, AUN3 device respond with Network Access Identifier (NAI) in the form of username@realm.  If the AUN3 device supports SUPI privacy, the AUN3 device shall send SUCI in the EAP response/Identity.
4,5.  The 5G-RG shall send a NAS Registration Request message to the AMF, including the 5G-GUTI of the AUN3 device and AUN3 device indicator. This message is sent via W-AGF where W-AGF just relay it via N2. Please refer to the W-AGF functionality defined in TS 23.316[x].

6.
The AMF is able to retrieve the UE context based on 5G-GUTI. Based on the AUN3 device indicator and local policy and a valid GUTI, the AMF may skip the authentication and refresh the MSK using RAND. 

7.
The AMF shall send EAP-Success, RAND, MAC and MSK to the 5G-RG via W-AGF. 

Step 7 could be NAS Security Mode Command with NULL encryption and NULL integrity protection or Authentication Result.

8. The 5G-RG sends to the AUN3 device the EAP-Success message, RAND and MAC in a layer 2 frame. 

9. If MAC verification is successful, the AUN3 device generate/refresh the MSK.

10. If the layer 2 connection is over WLAN (IEEE 802.11), the AUN3 device and the 5G-RG use the first 256-bit of the MSK as the PMK, from which the WLAN keys are derived. The AUN3 and the 5G-RG performs four-way handshaking to establish WLAN secure connection. 

Key Derivation

When deriving keys for AUN3 device during the mobility, the following parameters shall be used to form the string S.

-
FC = 0xx 
-
P0 = RAND value
-
L0 = length of RAND value
MSK is used as root key.

6.x.2.2
Procedure for AUN3 device supporting key hierarchy
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Figure 6.x.2-2 AUN3 supporting 5G key hierarchy mobility procedure

0: AUN3 device supporting 5G key hierarchy is connected and authenticated via RG1 as defined in clause 7B.7.3 of TS 33.501 [3]. RG also provide 5G GUTI to the AUN3 device. AMF also stores the UE context with KAMF and SUPI after the successful authentication.

1.  AUN3 device wants to connect to RG2 and it initiates a layer 2 connection with the 5G-RG either via Ethernet or WLAN. If the layer 2 connection is based on Ethernet, steps 12-14 are skipped. 

2.
The 5G-RG shall initiate the EAP authentication procedure by sending an EAP request/Identity to the AUN3 device in a layer 2 frame (e.g., EAPOL). 

3.  The AUN3 device shall send back an EAP response/Identity with 5G-GUTI if available. Otherwise, AUN3 device respond with Network Access Identifier (NAI) in the form of username@realm.  

4.  The 5G-RG shall send a NAS Registration Request message to the AMF, including the 5G-GUTI of the AUN3 device, and AUN3 device indicator. This message is sent via W-AGF where W-AGF just relay it via N2. Please refer to the W-AGF functionality defined in TS 23.316[x].

5.
The AMF is able to retrieve the UE context based on 5G-GUTI.

6.
 Based on the AUN3 device indicator, valid GUTI and local policy, the AMF may skip the authentication and refresh the KWAGF using RAND. The AMF determine AUN3 device support 5G key hierarchy based on subscription data.

7.  The AMF shall send EAP-Success, RAND, optional MAC and KWAGF to the 5G-RG. 

Step 7 could be NAS Security Mode Command with NULL encryption and NULL integrity protection or Authentication Result.

8. The 5G-RG sends to the AUN3 device the EAP-Success message, RAND and MAC in a layer 2 frame. 

9. If MAC verification is successful, the AUN3 device generate/refresh the KWAGF.

10. If the layer 2 connection is over WLAN (IEEE 802.11), the AUN3 device and the 5G-RG use KWAGF as the PMK, from which the WLAN keys are derived. The AUN3 and the 5G-RG performs four-way handshaking to establish WLAN secure connection. 

Key Derivation

When deriving KWAGF key for AUN3 device during the mobility, the following parameters shall be used to form the string S.

-
FC = 0xx 
-
P0 = RAND value
-
L0 = length of RAND value
KAMF is used as root key.

6.x.3
Evaluation

Impact on the nodes/UE:

	
	

	
	

	
	



Editor’s Note: Further evaluation is FFS.
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