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1
Decision/action requested

This contribution proposes to add new KI on dedicated NFs interacting with PLMN through SBA interface.
2
References

[1]
3GPP TS 33.501: "Security architecture and procedures for 5G system"
3
Rationale

The contribution proposes to add new KI on dedicated NFs interacting with PLMN through SBA interface.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.X
Key Issue #X: Dedicated NFs interacting with PLMN through SBA interface
6.X.1
Key issue details

When dedicated UPF and part of CP functions are deployed in the customer premises, the interface between the dedicated NFs in the customer premises and NFs in the operator premises is SBA interface.
If NFs are compromised, attackers may utilize compromised NFs to collect topology, send malformed messages or launch DoS attacks.
For this scenario , SBA security shall be supported to ensure confidentiality, integrity and replay protection as described in clause 13 in TS 33.501[1]. 

However, existing SBA security cannot protect PLMN nor NPN from attacks from a compromised NFs, such as DoS, malformed signaling messages, topology information exposure etc. via the intersection between the MNO and customer domain.

6.X.2
Security threats

If a NF is compromised by an attacker, the following problems may occur:

-
The attacker may collect topology information of the PLMN or NPN and use the information to direct further attacks at the PLMN or NPN.

-
The attacker may send malformed signaling messages to NFs to degrade NFs’ ability to process normal signaling messages.

-
The attacker may send messages to the NFs in the opposite domain with wrong NF types according to 3GPP specifications.
-
The attacker may launch DoS attacks to flood and disrupt the availability of NF’s in the operator domain and vice versa.
-
The attacker may initiate unauthorized service operations. Safeguarding access tokens from an attacker is challenging when it crosses the security/trust boundary between the operator premises and the customer premises.

-
A compromised NF in the customer premises may request the NF(s) in a PLMN to consume a service that are not allowed in the customer premises, and vice versa.
6.X.3
Potential security requirements

5GS should support mutual topology information hiding of the PLMN and the customer premises network.
5GS should support the means to block malformed signaling messages sent from NFs in the customer premises or operator premises over trust boundary.

5GS should support the means to block messages with wrong NF types sent from NFs in the customer premises or operator premises over the trust boundary according to 3GPP specifications.


Editors Note: Whether the 5GS should support mitigation of DoS by compromised NF are FFS.
5GS should support the means to authenticate and authorize the NFs in the customer premises and operator premises over the trust boundary.
The 5G system shall support a mechanism for secure exchange of DNS queries/answers, when the dedicated NFs are in customer premises.
5GS should support the means to restrict access to services and information exchanged between customer and operator premises and vice versa.
*************** End of the change ****************

