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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a new key issue for the authentication and authorization in Store and Forward Satellite Operation.

4
Detailed proposal
*** BEGIN CHANGES ***
2
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-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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*** NEXT CHANGE ***
5.X
Key issue #X: Authentication and authorization in Store and Forward Satellite Operation
5.X.1
Key issue details

In clause 4 of TR 23.700-29 [i1], there is following description about the Store and Forward Satellite Operation:
"The following architecture assumptions are applied to the study:

…

-
Store and Forward Satellite Operation assumes that UE-satellite-ground network connectivity can be intermittent as defined in clause 3.1.

-
Store and Forward Satellite Operation shall work without ISL.

…"

From a security perspective, whether a UE can use Store and Forward Satellite service should be assured by the network.
In S&F satellite operations, architectural assumption is that the UE-satellite-ground network connectivity is intermittent. 3GPP Network Functions and/or Network Elements which are located on a satellite may communicate with the ground infrastructure of 3GPP network over an intermittently available feeder link connection between the satellite and the ground network. 
S&F satellite operational mode is relevant for delay tolerant and non-real time communications via LEO/MEO space segment. This implies that S&F is not relevant for delay intolerant communications.

During the feeder link’s intermittent unavailability, the following risks arise. 

1.
The EPS/5G AKA procedure may not get fully completed or is partially completed. It results into incomplete procedure for mutual authentication between the network and the UE. 

2.
The Security Mode Command (SMC) procedure for Non-Access Stratum (NAS) may not fully complete because the NAS connection between UE and MME/AMF may have been interrupted. In turn it results into incomplete security capabilities negotiation between the UE and the EPS/5GC network.

This key issue is to study the authentication, authorization and data security in Store and Forward Satellite Operation.

5.X.2
Security threats
If the satellite is unable to verify whether the UE has been authenticated and authorized, unauthenticated attackers can initiate many data transmission requests to the satellite, thereby preventing the satellite from providing services to legitimate UEs, leading to a denial of service.

Editor’s Note: the feasibility of the denial of service is FFS.

Editor’s Note: denial of service is caused by false user-plane data or control-plane data is FFS.


Attackers may manipulate the data transmitted between UE and satellites, thereby interfering with normal data communication.

Attackers may eavesdrop on the transmitted data and further use it for inappropriate purposes.

Attackers may replay intercepted data, thereby affecting the expected action state of data communication.

Editor’s Note: whether the threat is specific to NTN is FFS.


Editor’s Note: whether there are more security threats is FFS.

5.X.3
Potential security requirements

The 3GPP system shall support mutual authentication between the UE and the network in the Store and Forward Satellite Operation.

The 3GPP system shall support means to provide confidentiality, integrity, and anti-replay protection for user-plane and control-plane messages between UE and the network in the Store and Forward Satellite Operation.
The 3GPP system shall support means to provide means to resist attack on availability stemming from unauthenticated UEs.

Editor’s Note: whether there are more security requirements is FFS.

*** END OF CHANGES ***

�This is not an impersonation, but rather an unauthenticated DOS attack on mobile service availability. Unauthenticated UE cannot by definition impersonate anything.


�How can the attacker impersonate a satellite?


�It is hard to imagine that without AKA and SMC completion there could be any registration and transmission of data. The described attack won’t be possible.


�Without AKA and SMC completion there won’t be any registration and transmission of data. The described attack won’t be possible.


�Without AKA and SMC completion there won’t be any registration and transmission of data. The described attack won’t be possible.
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