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1
Decision/action requested

It is requested to add the security assumptions for FS_5GSAT_SEC_Ph3 in TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29: "Study on Security Aspects of 5G Satellite Access in the 5G architecture; Phase 3"
3
Rationale

This pCR introduces security assumptions for FS_5GSAT_SEC_Ph3 in TR 33.700-29 [1]. These security assumptions provide a foundation when studying the regenerative-based satellite access, S&F satellite operation, and UE-satellite-UE communication.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[a]




3GPP TR 23.700-29: "Study on integration of satellite components in the 5G architecture; Phase 3".
[b]
 3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security Architecture".
[c]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[d]
3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[e]
3GPP TS 33.210: "Network Domain Security: IP network layer security".
*************** Start of the 2nd Change ****************

4
Architecture and security assumptions


· 
· 
· 
The following architecture and security assumptions are applied to the study:

·  The architecture assumptions and principles for EPS/5GS integrating of satellite component as defined in TR 23.700-29 [a] is used as a architecture assumptions in this study.
·  The security architecture and procedures for EPS/5GS as defined in TS 33.401 [b] / TS 33.501 [c] is used as a baseline.
·  The IP Multimedia Subsystem (IMS) media plane security as defined in TS 33.328 [d] is used as a baseline.

·  Network elements/network functions located on board of the satellite(s) are assumed to be secured and trusted, e.g. the attacker cannot compromise or impersonate the RAN node or CN element/functions on board.

· 
· The feeder link and the inter-satellite link (ISL) are assumed to act only as transport layer links and are not specified in 3GPP. The use of feeder link and ISL is assumed to have no impact on the security of reference points (including, X2/Xn interface, S1-MME/N1 interface, S1-U/N3 interface and the interfaces between the core network entities) by using the network domain security as defined in TS 33.210 [e].

· Whether native-IP based communication protocol security at the network layer can be used depends on the availability and the reliability of IP transport over the feeder link and ISL.
NOTE 1: Impacts on 5G procedures for primary authentication, NAS security context establishment and AS security context establishment procedures are minimised.
Editor’s Note: Priority of the security study between IoT NTN (EPS) and NR NTN (5GS) and the scenario when two UEs are under the coverage of the same satellite are to be aligned with TR 23.700-29 [a].
Editor’s Note: The potential security solution should be aligned with the conclusion of TR 23.700-29 [a].


*************** End of the Change ****************
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