3GPP TSG-SA3 Meeting #115
draft_S3-240898-r1 was S3-240334-r1
Athens, February 26 - March 01, 2024
Source:
Lenovo, Motorola Mobility, AT&T, Charter Communications, Johns Hopkins University APL
Title:
Security Assumptions for TR 33.794
Document for:
Approval

Agenda Item:
5.1
1
Decision/action requested

This pCR proposes security assumptions to be considered for the TR 33.794.
2
References
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3
Rationale

This contribution provides security assumptions related to WT1 and WT2 [1] to be considered for the study [2] based on the progress of the security analysis and findings from TR 33.894 [3].
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
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*****End of Change 1*****
*****Start of Change 2*****
4
Security Assumptions


This section describes the potential security assumptions to be considered for the study specific to the objectives[2]. The security aspects identified with respect to the zero trust security tenets in the context of the 5GC SBA in TR 33.894 [3] are still relevant and applicable for this study.
Assumption #1: Based on Objective 1 (i.e., Data exposure for security evaluation and monitoring) the operator has deployed a security function.

· The Security function that performs the security evaluation and monitoring resides in the operator’s domain (i.e., external to the 3GPP network) and it is considered as a trusted entity. This security function and its application logic are upto the operator’s implementation, and it can be outside the scope of 3GPP. 
 Reuse existing network function such as NWDAF to expose the identified and collected data to the Operator’s Security Function.


Assumption #2: For Objective 2 (i.e., Security mechanism for dynamic policy enforcement), the dynamic security policy enforcement is configured and controlled by the operator based on operator’s policy.


Editor’s Note: Which existing network function(s) is suitable to consume the results of Security evaluation and monitoring to apply dynamic security policy enforcement is FFS.

*****End of Change 2*****
�Can I change it as 'management domain'? To improve the readability of the current formulation.





