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[bookmark: foreword][bookmark: _Toc158207540][bookmark: _Toc160088581]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc158207541][bookmark: _Toc160088582]Introduction
Editor’s Note: This clause contains some background information for the study. 

[bookmark: scope][bookmark: _Toc158207542][bookmark: _Toc160088583]
1	Scope
[bookmark: _Hlk155612324]Editor’s Note: This clause describes the scope for the study based on the agreed objectives in the study proposal. 
The present document …
[bookmark: references][bookmark: _Toc158207543][bookmark: _Toc160088584]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc158207544][bookmark: _Toc160088585]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc158207545][bookmark: _Toc160088586]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc158207546][bookmark: _Toc160088587]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc158207547][bookmark: _Toc160088588]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc158207548][bookmark: _Toc160088589]4	Security Assumptions
Editor’s Note: This clause contains security assumptions to be considered for the study (e.g., per work task).
[bookmark: _Toc158207549][bookmark: _Toc160088590]5	Security Analysis and Considerations 
This clause contains security analysis and considerations as applicable for each of the work tasks.
[bookmark: _Toc158207550][bookmark: _Toc160088591]5.1	Use cases forData exposure for security evaluation and monitoring
Editor’s Note: [For WT1] This clause covers the security analysis to identify potential threat(s) and attack(s) on 5G SBA layer intended to identify which data may be relevant to be exposed for threats and attack detection.  
[bookmark: _Toc158207551][bookmark: _Toc160088592]5.1.X	Data exposure Use case #X: <Use case Name>
[bookmark: _Toc158207552][bookmark: _Toc160088593]5.1.X.1	Description
Editor’s Note: This clause covers the details on the potential threat/attack traces on the SBA layer, along with the impacts. The impacts are the risk if security evaluation and monitoring is not performed in the above scenario.
[bookmark: _Toc158207553][bookmark: _Toc160088594]5.1.X.2	Relevant Ddata to be exposed
Editor’s Note: This clause identifies and lists the relevant data and parameters that could aid into be collected and exposed to enable security evaluation and monitoring for this particular scenario.
[bookmark: _Toc158207554][bookmark: _Toc160088595]5.1.Y	Evaluation of the identified data
Editor's Note: This clause describes the necessary actions on such data (exposure, notification, logging, etc.) identified in Clause 5.1.X and an analysis of the security implications if any. 
[bookmark: _Toc160088596]5.2	Security mechanism for dynamic policy enforcement
Editor’s Note: [For WT2] This clause covers the security analysis to identify use cases/scenarios in SBA, where a potential threat/attack can be controlled with dynamic security policy enforcement.
[bookmark: _Toc158207555][bookmark: _Toc160088597]5.2.X	Security policy enforcement Use Case #X: <Use case Name>
[bookmark: _Toc158207556][bookmark: _Toc160088598]5.2.X.1	Description
Editor’s Note: This clause describes the details about the threat scenario in Core network SBA that can benefit with results from operator’s security function (e.g., in case of attack identification (or) based on nature of the results) specific to the scenario identified in clause 5.1 
[bookmark: _Toc158207557][bookmark: _Toc160088599]5.2.X.2	Scope of dynamic security policy enforcement 
Editor’s Note: This clause provides the details on how dynamic security policy enforcement can control the potential attack/threat and it’s impacts in the identified scenario.

[bookmark: _Toc106618430][bookmark: _Toc158207558][bookmark: _Toc160088600]6	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc106618431][bookmark: _Toc158207559][bookmark: _Toc160088601]6.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc106618432][bookmark: _Toc158207560][bookmark: _Toc160088602]6.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc95076614][bookmark: _Toc106618433][bookmark: _Toc158207561][bookmark: _Toc160088603]6.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc106618434][bookmark: _Toc158207562][bookmark: _Toc160088604]6.X.3	Potential security requirements
[bookmark: _Toc95076616][bookmark: _Toc106618435][bookmark: _Toc158207563][bookmark: _Toc160088605]7	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436][bookmark: _Toc158207564][bookmark: _Toc160088606]7.Y	Solution #Y: <Solution Name>
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc158207565][bookmark: _Toc160088607]7.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc158207566][bookmark: _Toc160088608]7.Y.2	Solution details
[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc56501636][bookmark: _Toc95076620][bookmark: _Toc106618439][bookmark: _Toc158207567][bookmark: _Toc160088609]7.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc513475456][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc56501637][bookmark: _Toc95076621][bookmark: _Toc106618440][bookmark: _Toc158207568][bookmark: _Toc160088610]8	Conclusions					
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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