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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a new key issue for the authentication and authorization in Store and Forward Satellite Operation.

4
Detailed proposal
*** BEGIN CHANGES ***
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*** NEXT CHANGE ***
5.X
Key issue #X: Authentication and authorization in Store and Forward Satellite Operation
5.X.1
Key issue details

In clause 4 of TR 23.700-29 [i1], there is following description about the Store and Forward Satellite Operation:
"The following architecture assumptions are applied to the study:

…

-
Store and Forward Satellite Operation assumes that UE-satellite-ground network connectivity can be intermittent as defined in clause 3.1.

-
Store and Forward Satellite Operation shall work without ISL.

…"

This means that the core network is unavailable when the satellite attempts to authenticate and authorize a UE in Store and Forward Satellite Operation.

From a security perspective, whether a UE can use Store and Forward Satellite service should be assured by the 3GPP system (satellite). On the contrary, whether the 3GPP system (satellite) can provide Store and Forward Satellite service should be assured by UE.

This key issue is to study the authentication, authorization, secure data transmission and privacy protection in Store and Forward Satellite Operation.

5.X.2
Security threats
An attacker may impersonate a UE. If the satellite is unable to verify whether the UE has been authenticated and authorized, the attackers can initiate many false data transmission requests to the satellite, thereby preventing the satellite from providing services to legitimate UEs, leading to a denial of service.
An attacker may impersonate a satellite. If the UE is unable to verify whether the satellite has been authenticated and authorized to provide store and forward services, the attacker can force the UE to camp on the fake satellite and send data to it. The attacker subsequently discards the data, resulting in a denial of service.
Attackers may manipulate the data transmitted between UE and satellites, thereby interfering with normal data communication.

Attackers may eavesdrop on the transmitted data and further use it for inappropriate purposes.

Attackers may replay intercepted data, thereby affecting the expected action state of data communication.
UE identification information can be used to track the UE, thus violating the UE's privacy information.
5.X.3
Potential security requirements

The 3GPP system shall support UE authentication and authorization in the Store and Forward Satellite Operation.

The 3GPP system shall support network authentication in the Store and Forward Satellite Operation.

The 3GPP system shall support means to provide confidentiality, integrity, and replay protection for user-plane and control-plane messages between UE and 3GPP system in the Store and Forward Satellite Operation.
The 3GPP system shall provide means for mitigating trackability and linkability attacks on the UE in the Store and Forward Satellite Operation.
*** END OF CHANGES ***

