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1
Decision/action requested

Approval of this key issue for TR 33.776
2
References

[1]
S3-235090 Study of ACME for Automated Certificate Management in SBA




[4]
3GPP TS 33.310 “Network Domain Security (NDS); Authentication Framework (AF)”

[6]
IETF RFC 8555, “Automatic Certificate Management Environment (ACME)”, 12 Mar 2019

 

[9]
IETF RFC 6125 “Representation and Verification of Domain-Based Application Service Identity within Internet Public Key Infrastructure Using X.509 (PKIX) Certificates in the Context of Transport Layer Security (TLS)” Mar 2011


3
Rationale

The SID for Study of ACME for Automated Certificate Management in SBA has been approved in SA3#113 in S3_235090 [1]. The contribution proposes a key issue for the study.
4
Detailed proposal

*** Start of changes ***
5
Key issues
Editor’s Note: This clause contains all the key issues identified during the study.

5.X
Key issue #X: Client identity validation

5.X.1
Key issue details
Confidentiality for machine-to-machine communications requires confidence in both the encryption algorithm and the key management system that authenticates the identity of the communicating parties. 


Explicit clarity is required regarding the separation of client identity from server identity. Client certificate identities are only mandated to be established in the CN field (ref: [4] clause 6.1.1 Note 3). In [4] clause 6.1.3c.3, it defines [9] as the baseline for client profiles but [9] clause 1.7.2 defines client identities as out of scope. In [4] clause 6.1.3c3 goes on to define inclusion of server address identities in the SAN of client certificates. 


If the client identity of the NF should be untethered to NF server interface identity such that it can be independently validated, it supports the case where a separate Server CA and Client CA issue the certificates as identified in [4] clause 5.1.1.2. This also supports the case where a NF hosts at least two interfaces, each being in different trust zones. 
The ACME [6] challenge validation methods, HTTP-01, DNS-01, TLS-SNI-01 and TLS-ALPN-01, are all designed for server certificate acquisition and validate the requestor by service address or server identifier. If client and server identity are independent, then service address or server identifier are insufficient for client identity validation.














5.X.2 
Security Threats
Without client identity validation, there is no mTLS. Without mTLS, an adversary with possession of network communications can spoof client identity to the server. 













5.X.3 
Potential security requirements
Operators should define the NF client identity as independent of NF service interface identity such that it can be validated independently.





*** End of changes ***
