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Comments
Most, if not all, the security related events that can occur at the SBA layer can have their origin in an erroneous or malicious configuration related (but not limited) to:
· Changes of the communication models (e.g. an NF expected to use indirect mode with delegated discovery is changed to use direct mode).
· Changes to local configurations as alternative to SBA dynamic procedures (e.g. static IP addresses, discovery, etc)
· Changes related to the types of NFs allowed to access a given NF instance (e.g. a UDR instance is allowed to be accessed by non-intended NFs)
· Changes related to authorizing scopes assigned to an NF-Consumer (e.g. an NF-Consumer of certain type is allowed to access another NF resources without restriction).
· Changes related to parameters used to establish security link between SEPPs
· Changes related to the NF status (e.g. an NF “canary release” condition is removed)
· Changes to security trust condition of AFs (e.g. an AF is changed from untrusted to trusted condition)
These example changes can be executed in conjunction or independently from other changes, leading to abnormal situations in the SBA layer with a potential malicious origin. 
This pCR proposes adding a security related event every time an NF SBA related parameters are changed/updated. In addition, the time of the last NF configuration should be appended to the common information elements included in clause 6.2 for the events specified in clause 6.
* * * First Change * * * *
[bookmark: _Hlk214567281] 5.x		Other requirements
The security related events collection entity shall have access to configuration related information of the NF. 
NOTE x: 	Configuration related information of the NF can be available through the O&M CM (Configuration Management) northbound interfaces.


* * * Next Change * * * *
[bookmark: _Toc207788096]6	Security related Events
Editor’s Note: This clause addresses the list and description of the events as well as naming convention for the events.
6.X	Security events related to SBA parameters configuration
An NF configuration is received by an NF in which related SBA level parameters are changed/updated. 
Some examples of SBA level parameters are the ManagedNFProfile and the commModelList which are common to most SBA NFs. For SEPPs, SBA level parameters are fqdn and seppInfo, whereas for SCPs, supportedFunction, address and scpInfo are essential to provision SCPs. 
Other example SBA level parameters are part of the stage 3 work in TS 28.541, including e.g. EPs defining the end points between network functions.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Updated parameter: Data type or IOC representing the updated parameter.

* * * End of Changes * * * *




