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This contribution proposes EN removal for solution #7.
* * * First Change * * * *

6.7.2
Solution details
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Figure 6.7.2-1: Message sequence showing NAS COUNT verification at MME

As shown in Figure 6.7.2-1:

- In Step 2, UL and DL NAS COUNTs are synchronized between MME-onboard and MME-onground entities. Note that from UE’s perspective, MME is expected to be seen as a single logical entity. Hence, in this solution, the proposal is to ensure UL and DL NAS COUNT synchronization between MME-onboard entities to ensure replay protection.

- In Step 3, if a genuine UE sends a NAS message, with UE security context available in Satellite#2, the integrity verification  succeeds.  The MME-onboard stores the message in the UE security context.

- In Step 5, MME-onboard requests the NAS COUNT verification with MME-onground.

- In Step 6, MME-onground responds with the verification status.

When messages are received simultaneously from multiple satellites by MME-onground, then the coordination between MME-onboards and MME-onground ensures that duplicates are dropped and the NAS security context is maintained seamlessly for the UE.

- In case feeder link is not available for a long time, and there may be a timeout implemented, the MME-onboard drops this NAS message from the UE. Also, if the UL NAS COUNT verification status indicates duplicate or old NAS message, the MME-onboard  drops it in order to ensure replay protection requirements stated in clause 4.4.3.2 of TS 24.501.

- If the UL NAS COUNT verification status from MME-onground indicates that it is not a duplicate or old message, MME-onboard processes it further.

- In Step 8, MME on-ground can provide latest DL NAS COUNT values to MME onboard of satellite 2 which is now the serving satellite for the UE. This step can be executed conditionally if the UL NAS COUNT verification succeeds.


6.7.3
Evaluation


This solution addresses Key Issue #1. 
This solution has the following advantages: 
· proposes the use of a new “Satellite access information” which can be included in the initial UE message sent from satellite eNB to MME and also recommends the MME-onboard and MME-onground  synchronize the NAS COUNT values for UEs whose security contexts are provided to the satellites included in the S&F Monitoring List. This prevents the threat as described in Key Issue #1 from occurring. 
This solution has the following disadvantages: 
· it requires the use of additional overhead in order to enable the storage of “Satellite access information” and NAS COUNT synchronization, but this overhead is necessary to enable such security features.
· it does not consider any possible impacts on subsequent AS security context establishment.

Note that this solution has impacts on signaling between MME on-ground and MME-onboard. However, the communication between MME on-ground and MME-onboard is not in scope of 3GPP. 
This solution assumes that the serving MME-onboard has a feeder link with the MME-ground to check the NAS COUNT validity.
This solution impacts only the split-MME. Optionally if “satellite access type” is used, UEs can be impacted.

* * * End of Changes * * * *

