3GPP TSG-SA3 Meeting #126













draft-S3-260923-r1



Goa, IN, 09 – 13 February 2026 












revision of S3-260562
Source:
Nokia

Title:
New Solution for Key Issue #4
Document for:
Approval

Agenda item:
5.2.13

Spec:
3GPP TR 33.746
Version:
V0.3.0

Work Item:                 FS_NR_Femto_Sec_Ph2
Comments

This contribution proposes a solution for key issue #4 for mitigation of QoSA in edge computing.
* * * First Change * * * *

6.Y
Solution #Y: Mitigation of risks against QoS based attacks in edge computing
6.Y.1
Introduction

As described in the key issue#4, QoS based attacks can be launched from a set of compromised UEs or UPFs. This solution proposes detection and mitigation of risks against QoS attacks from:

· compromised local UPFs connected via femto devices

· the core network can configure QoS monitoring reporting interval on local UPFs connected via femto nodes. If a certain local UPF sends more frequent QoS reports, it is likely to be compromised. 

· If a local UPF is detected as compromised, it can be black-listed by 5GC and SMF can re-select the UPF and modify the QoS resources accordingly.

· compromised UEs

· If a UE makes unreasonable demand(s) for the highest QoS even though it has not subscribed for, it can be potentially malicious attempting to launch QoS based attacks.

· Based on statistical data of QoS demands and usage, analytics can be used to detect such attacks. 
6.Y.2
Solution details
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Figure 6.Y.2 1: Detecting and mitigating QoS based attacks from local UPF
Figure 6.Y.2 1 illustrates the detailed steps proposed by this solution.

Step 1: UE performs registration as per 23.502 Clause 4.2.2.2.2

Step 2: UE establishes PDU session with the network

Step 3: During PDU session establishment in step 2, SMF sends PFCP Session Establishment Request message to UPF over N4 interface.

Step 4: SMF sets following in the Local-UPF

o
QoS Report Trigger

o
Average Packet Delay Threshold

o
Minimum Packet Delay Threshold

o
Maximum Packet Delay Threshold

o
Minimum Waiting Time

Step 5: UPF sends PFCP Session Establishment Response message to SMF indicating QoS triggers are set

Step 6: Local-UPF start sending the QoS Monitor reports to SMF (TS 29.244 8.2.165    QoS Report Trigger)

Step 7: Upon receiving the QoS Report from local-UPF, SMF  checks, what is the periodicity of the QoS Report was set. 

o
If the Reports are as per periodicity, then it is healthy UPF

o
If QoS Reports are not per as per the periodicity set, then Local UPF may be compromised and decides to verify whether Local UPF is able to follow the different periodicity, and characteristics set the SMF while sending the reports.         

In case UPF has set QoS Report Trigger = "immediate" & if there are too many QoS Monitoring reports then SMF decides to cross check the legitimacy Local UPF by setting QoS Report Trigger= "Periodic ". This is a new trigger to send the PFCP Association Modification Request

Step 8: SMF sends PFCP Session Modification Request message including QoS Trigger = Periodic to UPF to change the QoS report trigger condition

Step 9: UPF sends PFCP Session Modification Response message to SMF indicating new the QoS report trigger condition has been configured

Step 10: SMF is expecting QoS Monitoring reports periodically. In case Local UPF start sending the QoS Monitoring Report as & when it wants then SMF may watch the behavior of the QoS Report for certain duration. If the behavior of Local UPF continues, SMF may declare Local UPF as compromised

Step 11: SMF may perform modification of QoS monitoring Report for "minimum Waiting Time" parameter to cross check legitimacy of the Local UPF

Step 12: SMF sends PFCP Modification Request message including QoS Trigger = minimum Waiting Time, it means that Local UPF should send the QoS monitoring report at the interval of “minimum Waiting Time”

Step 13: Local UPF sends PFCP Modification Response to SMF

Step 14: SMF is expecting QoS Monitoring reports after "minimum Waiting Time" from Local UPF. In case Local UPF start sending the QoS Monitoring Report as & when it wants then SMF may watch the behavior of local UPF for the QoS monitor Report for certain duration. If the behavior of Local UPF continues to behave or send reports different from what SMF has configured, SMF may declare Local UPF as compromised

Step 15: SMF Informs NWDAF about compromised Local UPF.
Step 16: Stores the status of Local UPF as compromised

Step 17: SMF blacklists the Local UPF So that in future SMF does not select this Local UPF to establish the PFCP session

Step 18: SMF may re-select the UPF and modify the transport resources accordingly. SMF may also inform the management system about the compromised state of Local UPF and re-configure the radio resources/Femto Cells for a different local UPF. This is the new behavior of the SMF
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Figure 6.Y.2 2: Mitigation against QoS based attacks from malicious UEs
Steps 1 and 2 are for UE registration and PDU session establishment.

Step 3: Due to malicious intention UE requests better/highest QoS than what it needs.

Step 4: UE sends PDU Session Modification Request message to AMF including Requested QoS rules & Requested QoS flow descriptions. 

Step 5: AMF sends updateSMPolicy Request message to SMF including Requested QoS rules, Requested QoS flow descriptions

Step 6: SMF checks the UE subscription to ensure UE is allowed/enititled for the requested QoS as per subscription and it can provide or not. If UE is requesting better QoS than what is subscribed, then SMF may not provide higher QoS than what it has subscribed for.

Step 7: SMF Notify NWDAF about the UE (and it’s SUPI) demand for better QoS than it has requested for.

Step 8: NWDAF Updates the number of such attempts by the UE and records it’s SUPI

Step 9: SMF sends updateSMPolicy Response message to AMF including Authorized QoS

Step 10: AMF sends PDU Session Modification Response message to UE including Authorized QoS.

Step 11: UE may keep sending PDU modification request for better QoS, even though it has not subscribed for it

Step 12 & 13: Same as step 4 & 5

Step 14: SMF performs the UE analytics as below

1.
How many times has the UE requested for better QoS than what it has subscribed for

2.
Did the network have honored any such Request from the SUPI

3.
Retrieves analytics from NWDAF to any violations in the SLA by SUPI

4.
3.(optionally)retrieves the Subscription data from UDM/UDR

5.
4.(optionally) retrieves the PCF rule from PCF 

6.
5.Based on the last location, check what is the highest QoS granted

7.
5.Is the UE switching the location frequently (which is impossible by means of physical movement)   

8.
Has UE requested always better QoS than what it has subscribed for

Step 15: Based on all the information SMF may conclude that the UE is behaving maliciously and it is QoS Attack by the malicious UE.

Step 16: AMF notifies NWDAF that UE is compromised/Illegal UE

Step 17: NWDAF Updates the UE Legitimacy status = compromised 

Step 18: SMF releases the PDU session for the UE (indicated by the SUPI), this is a new trigger for the SMF to sends the PDU session release request message to UE

Step 19: SMF sends ReleaseSMContext (SUPI) to AMF

Step 20: AMF sends PDU session Release (SUPI, Cause: Illegal UE). UE may include the cause as “not specified” or “unknown”. This ensures UE does not know for what reason PDU session has been released. Since UE is malicious, thus ideally it should not know the reason, otherwise UE may manipulate

Step 21: AMF De-registers the SUPI from the network. This is new trigger for the AMF to send the De-register request message to UE. This is the new trigger for the AMF to deregister the UE from the network

Step 22: AMF sends De-Register Request message to UE (SUPI, Cause: Illegal UE). UE may include the cause as “not specified” or “unknown”.
Editor’s Note: Which NF performs analytics is FFS.
6.Y.3
Evaluation

This solution addresses key issue#4, for attacks from compromised UPFs as well as malicious UEs.
Editor’s Note: Further evaluation is FFS.

* * * End of Changes * * * *

