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Comments
It is proposed a new solution on T-ID based AIOT device privacy protection.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc214976973]5.Y	Solution #Y: T-ID based AIOT device privacy protection
[bookmark: _Toc205543654][bookmark: _Toc214976974]5.Y.1	Introduction
This solution utilizes Temporary ID (T-ID) to protect AIOT device privacy, and considering following procedures: 1. Initial Registration procedure, 2. DO-A procedure, 3. Inventory and command procedure. 
[bookmark: _Toc205543655][bookmark: _Toc214976975]5.Y.2	Solution details
The solution makes the following assumptions:
· DO-A-capable devices are to be used for AIoT services supported in Topology 1 and Topology 2 for deployment in public networks.
· DO-A-capable devices support the use of UICC and therefore support the security capabilities that are necessary to perform device privacy protection.
NOTE X: The exact form factor of UICC to be supported in DO-A-capable devices is left for implementation.

1. AIOT ID protection for initial registration procedure 
· In initial registration, the AIOT device uses concealed permanent ID i.e., SUCI or the T-ID which is allocated by AIOTF or ADM, in the registration request message. 
· The AIOT device conceals its permanent ID and generates SUCI as specified in Annex C in TS 33.501[9], in which null-scheme could be used if the device has been configured by the Network. If non-null scheme calculation SUCI is used, upon reception of the SUCI, the ADM retrieves device permanent ID from SIDF using SUCI. 
· After security establishment, the AIOTF or ADM allocates and securely sends the new temporary ID to the AIOT device. The AIOT device stores the allocated T-ID and update its stored T-ID if any. 
Editor’s Note: Deciphering SUCI in the network side is FFS. 

2. AIOT ID protection for DO-A procedure
In DO-A procedure, the device autonomously sends message to the AIOTF, along with the temporary ID allocated by the AIOTF or ADM.  And new T-ID could be allocated by the AIOTF or ADM and sent to the device to update T-ID. 

3. AIOT ID protection for Inventory and Command procedure
It is assumed that the inventory and command procedure only happen after initial-registration procedure. 
· For individual inventory, the AIOTF uses network assigned T-ID to inventory AIOT device, and the device responses the AIOTF with the T-ID. 
Editor’s Note: Whether and how the DO-A capable device supports group paging or paging all procedure and the corresponding ID protection procedure is FFS.
· [bookmark: _Hlk219819857]For command procedure, the AIOTF/ADM could allocate and securely sends the new temporary ID to the AIOT device. 
Editor’s Note: Whether SUCI is quantum-resistant is FFS. 
[bookmark: _GoBack]Editor’s Note: Alignment with SA2’s conclusion is FFS. 

[bookmark: _Toc205543656][bookmark: _Toc214976976]5.Y.3	Evaluation
This solution requires the AIOT device to support SUCI based permanent ID concealing mechanism, and store new T-ID generated by the Network. 
Editor’s Note: Further evaluation is FFS.

* * * End of Change * * * *

