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Comments
This pCR proposes a new solution to addresses KI#2 Security Protection of Compromised WAB Nodes and Core,  Network Measures.
* * * First Change * * * *
[bookmark: _Toc211871564][bookmark: _Toc95076617][bookmark: _Toc513475452][bookmark: _Toc56501632][bookmark: _Toc106618436][bookmark: _Toc48930869][bookmark: _Toc162531276][bookmark: _Toc49376118]6.Y	Solution #Y: Detection and monitoring of compromised WAB Nodes 
[bookmark: _Toc211871565][bookmark: _Toc56501633][bookmark: _Toc106618437][bookmark: _Toc49376119][bookmark: _Toc162531277][bookmark: _Toc95076618][bookmark: _Toc513475453][bookmark: _Toc48930870]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
This solution addresses the KI#2. The MWAB may be mounted on a moving vehicle and may serve UEs inside or outside the vehicle, The MWAB may suffer rogue injection, thus the security gateway and security management function may be used to protect the WAB-gNBs in moving environment. The security management function which can be apart of OAM, is introduced to support and enhance the protection of WAB node. It receives the configuration information from the WAB node and perform the security detection and monitoring based on operator’s policy .
6.Y.2	Solution details


Figure 6.Y.2.1 security procedure of detection of compromised WAB node
0. The MWAB Node has established a secure connection with Security gateway and OAM(if the security gateway is deployed). 
Editor’s Note: This procedure is implemented when MWAB deploys in unsure enviornment such as moving vehicle.
1. The security management function configures the MWAB node for security data collection which detects the compromised MWAB node according to the operator’s policy.
Editor’s Note: The security management function is part of OAM.
2. The MWAB node collects and report itself configuration information for security protection. The configuration information can be WAB information(id, configureation), location information. etc.
3. The security management function detects and monitors the MWAB Nodes based on the collected configuration information.

[bookmark: _Toc56501636][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc95076620][bookmark: _Toc513475455][bookmark: _Toc211871567][bookmark: _Toc162531279][bookmark: _Toc106618439]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
* * * End of Changes * * * *
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0a.MWAB node established connection with SGW.
1.Configure the policy for Security data collection for  protection of WAB nodes
2.Data collection for protection.
3.Detection and monitor based on operator’s policy.
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