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Comments
This contribution proposes the additional information needed for EN removal for the solution for NAS COUNT synchronization in store-and-forward operations

* * * First Change * * * *
[bookmark: _Toc95076617][bookmark: _Toc513475452][bookmark: _Toc56501632][bookmark: _Toc48930869][bookmark: _Toc106618436][bookmark: _Toc207612834][bookmark: _Toc49376118][bookmark: _Toc162531276]6.7	Solution #7: Solution for NAS COUNT synchronization in store-and-forward operations
[bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc513475453][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc207612835][bookmark: _Toc162531277][bookmark: _Toc56501633]6.7.1	Introduction
As per the threat described in the key issue #1, an attacker may intercept and replay previously transmitted NAS messages. This solution proposes the following to address this threat:
· [bookmark: _Hlk210641091]A new “Satellite access information” can be included as part of Initial UE message sent from satellite eNB to MME. This information can be used by MME to enable UE context synchronization including NAS COUNT verification and synchronization for the satellites included in the S&F Monitoring List.
· A “3GPP satellite access type” in Access type information element (reference : TS 24.501 [X] clause 9.11.2.1A) is included. Considering satellite access as a different access type to enable an independent NAS COUNT for “3GPP satellite access type”.
· MME-onboard and MME-onground  synchronize the NAS COUNT values for UEs whose security contexts are provided to the satellites included in the S&F Monitoring List. The mechanism of this synchronization across multiple satellites is out of 3GPP scope, however, 3GPP can recommend certain actions as follows:
· MME-onboard and MME-onground need to ensure that a given NAS COUNT value shall be accepted at most one time and only if message integrity verifies correctly. This is in accordance with clause 4.4.3.2 from TS 24.501 [X].
· If MME-onboard receives a new message from a UE for which the UE security context is available with the satellite, and the integrity verification is verified successfully, the MME-onboard:
· Request MME-onground for NAS COUNT duplicate verification. This can also be done using NAS sequence number verification.
· If MME-onground responds indicating that the NAS COUNT is duplicate, OR if there is a timeout because of long delay in obtaining the feeder link, MME-onboard  discards that message from UE.
· If MME-onground responds indicating that the NAS COUNT is NOT duplicate, MME-onboard consider it as a valid message and proceed to ensure seamless connectivity for the UE.
[bookmark: _Toc95076619][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc106618438][bookmark: _Toc162531278][bookmark: _Toc513475454][bookmark: _Toc207612836][bookmark: _Toc56501634]6.7.2	Solution detailsS&F Monitoring list having UE contexts
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Else, process and update NAS COUNT in MME onground also
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Figure 1: Message sequence showing UL NAS COUNT verification at MME
As shown in Figure 1:
- In Step 2, UL and DL NAS COUNTs are synchronized between MME-onboard and MME-onground entities. Note that from UE’s perspective, MME is expected to be seen as a single logical entity. Hence, in this solution, the proposal is to ensure UL and DL NAS COUNT synchronization between MME-onboard entities to ensure replay protection.

- In Step 3, if a genuine UE sends a NAS message, with UE security context available in Satellite#2, the integrity verification  succeeds.  The MME-onboard stores the message in the UE security context.

Editor’s Note: Step 3 mentions only UL NAS count. Clarification is needed for DL. 
- In Step 5, MME-onboard requests the NAS COUNT verification with MME-onground.
Editor’s Note: It needs to be studied on how the NAS count synchronization happens for messages recieved simulationusly from multiple satelites by MME-onground.
When messages are received simultaneously from multiple satellites by MME-onground, then the coordination between MME-onboards and MME-onground ensures that duplicates are dropped and the NAS security context is maintained seamlessly for the UE. 
- In Step 6, MME-onground responds with the verification status.
- In case feeder link is not available for a long time, and there may be a timeout implemented, the MME-onboard  drops this NAS message from the UE. Also, if the UL NAS COUNT verification status indicates duplicate or old NAS message, the MME-onboard  drops it in order to ensure replay protection requirements stated in clause 4.4.3.2 of TS 24.501.
- If the UL NAS COUNT verification status from MME-onground indicates that it is not a duplicate or old message, MME-onboard  processes it further.

- In Step 8, MME on-ground can provide latest DL NAS COUNT values to MME onboard of satellite 2 which is now the serving satellite for the UE. This step can be executed conditionally if the UL NAS COUNT verification succeeds.


* * * End of Changes * * * *

