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Comments
This contribution proposes a solution to detect compromised MWAB nodes to address Key Issue #2.

* * * First Change * * * *
[bookmark: _Toc95076617][bookmark: _Toc513475452][bookmark: _Toc56501632][bookmark: _Toc48930869][bookmark: _Toc106618436][bookmark: _Toc207612834][bookmark: _Toc49376118][bookmark: _Toc162531276]6.Y	Solution #Y: Solution for Detection of compromised MWAB nodes
[bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc513475453][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc207612835][bookmark: _Toc162531277][bookmark: _Toc56501633]6.Y.1	Introduction
As mentioned in Key Issue #2 “Security Protection of Compromised WAB Nodes and Core Network Measures”, “core network components may not be equipped to detect anomalous behavior from compromised WAB-gNBs, due to the decentralized and mobile nature of such nodes. The compromised WAB nodes could lead to topology poisoning, signalling storms, or user-plane hijacking.” 
This solution proposes to configure a legitimate MWAB node with a pre-configured code/certificate in which UEs can verify the legitimacy of a MWAB node upon connection.
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The following steps are followed:
· The MWAB node manufacturer configures the MWAB node with a certificate verifying its identity and enrolls with the Operator’s network.
· Operators maintain a map of MWAB nodes with their expected location, and associated code for each MWAB node.
· AMF sends the UE an authentication request with additional information such as location, signal strength, and the public key of the MWAB node.
· The 5GC sends the certificate received from the MWAB node to the UE and the UE sends a verification request to the MWAB node.
· The MWAB node responds to the UE with the decoded message signed using a certificate verifying its identity and the UE requests the 5GC to verify the MWAB node after the NAS security context has been established. 
· If verification is successful, the 5GC informs the UE.
· Else, if verification is unsuccessful, then the 5GC informs the UE, and the UE disconnects and informs the operator’s 5GC. 
The figure below shows a high-level procedure for this solution. UE
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An example of the code used to identify the MWAB node is a combination of the hardware serial number and software version number, which is unique for each MWAB node and can be verified by the operator’s 5GC according to the expected MWAB node in that location. 
Editor’s Note: How does the solution prevent an attacker from replaying or spoofing MWAB certificate, particularly before a secure NAS context has been established is FFS.
Editor’s Note: Whether and how to ensure the authenticity of the MWAB node’s location is FFS.
6.Y.3	Evaluation
TBD

* * * End of Changes * * * *

