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Comments
It is proposed to Update R20 AIOT security scope in TR 33.714. 
[bookmark: OLE_LINK50]In SA3#125, decision has been made that the AIoT device Type 1 is restricted to isolated private network, and this aspect needs to be reflected in the AIoT phase 2 Study Item update, and in the new proposed S3-260458, the AIoT security SID has been revised accordingly. 
The NOTE 2 (For AIoT device credentials storage and processing in public networks, the guidance in SP-250852 will be followed) is updated by quoting the sentence “For Rel-20, if the AIoT system is defined as public network i.e. PLMN, the AIoT device credentials storage shall use UICC.” from SP-250851.

Proposed Changes
[bookmark: OLE_LINK48]* * * First Change * * * *
[bookmark: _Toc214976909]1	Scope
Editor’s Note: This clause is going to capture the scope of this study.
This present document aims to identify potential threats and security requirements to support additional features for AIoT in Rel-20. Specifically, 
·  Security aspects of concluding on authorization of intermediate UE for AIoT services in Topology 2
Editor’s note: which types of AIoT device are in the scope of topology 2 is FFS. 
NOTE 1: AIoT device Type 1 is restricted to isolated private network.
[bookmark: _Hlk214576725]Editor’s note: The aspect outlined in NOTE 1 needs to be reflected in the AIoT phase 2 Study Item update. 
· Security aspects to support DO-A Capable AIoT Devices 
· Identifies potential threats and new security requirements 
· Security mechanisms to support DO-A type AIoT communications in order to fulfil the identified security requirements
· Security aspects of the AIOT system for public networks 
· Applicability of security requirements and procedures developed in TS 33.369 for isolated private networks will be re-assessed for Rel-20 AIoT system for public network
· 
· NOTE 2:	For AIoT device credentials storage and processing in public networks, the guidance in SP-250852 will be followed.  For Rel-20, if the AIoT system is defined as public network i.e. PLMN, the AIoT device credentials storage shall use UICC.
· Editor’s Note: Guidance given in SP-250852 will be copy pasted in NOTE 2 to replace the reference to SP-250852.
[bookmark: _GoBack]NOTE 3: SNPN will follow the requirements for credentials storage and processing in TS 33.369.

* * * Second Change * * * *
[bookmark: _Toc214976920]4.2	Key Issue #2: Authentication for AIoT devices
[bookmark: _Toc214976921]4.2.1	Key issue details
DO-A capable AIOT devices can inform the network of their presence and send data to the AIOTF autonomously. The TR 23.700-30 [4] studies the architecture framework and procedure for DO-A capable AIoT devices, including the device initiated registration-like procedure and data transfer procedure. 
With the capability of providing information autonomously, the existing security mechanisms (e.g. authentication procedure) specified for DT capable AIoT devices need be enhanced to accommodate DO-A use cases. The authentication between the DO-A capable AIoT device and the network is required upon device-initiated communication to validate each other’s identities. Otherwise, the attacker may impersonate the victim device and send fake identification to the network side. 
Therefore, it is necessary to study how to perform authentication between the AIoT device and network, addressing risks such as impersonation.
NOTE 1:	For AIoT device credentials storage and processing in public networks, the AIoT device credentials storage will use UICC. The exact form factor of UICC, i.e. whether it is removable, non-removable or integrated is out of scope of 3GPP. 
[bookmark: _Toc214976922]4.2.2	Security threats
An attacker may impersonate the victim AIoT device and report fake identification to the network side. If the billing is based on per AIoT device’s identity, the fake identity may lead to charging problem. This can be used by an adversary to steal an AIoT device by replacing the AIoT device with a fake device, which might cause a loss to the owner of the device. 
An attacker can impersonate a legitimate network and communicate with AIoT device. 
[bookmark: _Toc214976923]4.2.3	Potential security requirements
The 5G system shall provide a means to perform mutual authentication between the DO-A capable AIoT device and the network.
NOTE 2: AIoT device Type 1 is restricted to isolated private network.
Editor’s Note: The aspect outlined in NOTE 2 needs to be reflected in the AIoT phase 2 Study Item update. 

* * * End of Change * * * *

