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1	Decision/action requested
Agree tdoc for incorporation into the draft TS 33.502
2	References
[1]	3GPP TS 33.502 v1.0.0
3	Rationale
This document proposed to remove the existing Editor’s Notes in the draft TS 33.502. The detailed considerations are:
1. EN in Reference section, simply removed, as it indicates possible additional reference. However, references are updated based on content which refers to specific TS/TR. There is nothing to do for this EN.
1. EN under chapter 5 title, to be simply removed as it was intended to clarify the contents of the chapter.
1. ENs in section 5.3. 1st EN needs to become a NOTE. 2nd EN can be simply removed.
1. EN in section 5.4, to be simply removed as NOTE indicates stage 3 work.
1. EN in section 5.5, to be simply removed as it is addressed by adding section 6.7. 
1. EN under chapter 6 title, to be simply removed as it was intended to clarify the contents of the chapter.
1. ENs in section 6.5, to be imply removed based on following NOTE.
1. ENs in section 6.6, to be simply removed based on following NOTE.
1. EN in section 6.7, will be treated in separated contribution.
4	Detailed proposal
* * * First Change * * * *
[bookmark: _Toc214896206][bookmark: _Toc214896438][bookmark: _Toc207788097][bookmark: _Toc197526068][bookmark: _Hlk220342967]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]					3GPP TS 29.500 "Technical Realization of Service Based Architecture; Stage 3"
[3]					3GPP TS 33.501: "Security architecture and procedures for 5G System"
[4]					3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"
[5]					3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security"
[y]	3GPP TS 28.570: “Management of Security related Events; Stage 1, Stage 2 and Stage 3”
Editor’s Note: All instances of stage 3 protocol design will be replaced with a reference to the TS number when available.
* * * Next Change * * * *
[bookmark: _Toc214896212][bookmark: _Toc214896444]5	Security related events requirements
Editor’s Note: This clause addresses the general requirements to secure the procedures to configure, collect and deliver security related events.
[bookmark: _Toc214896213][bookmark: _Toc214896445][bookmark: _Toc197526071]5.1	General Requirements
The NFs in the 5G system shall support the generation of security related events. 
[bookmark: _Toc214896214][bookmark: _Toc214896446]5.2	Requirements on events storage
Security related events data shall be securely stored with confidentiality and integrity protection.  
Access to security related events data shall be authorized. 
[bookmark: _Toc214896215][bookmark: _Toc214896447][bookmark: _Toc197526070]5.3	Requirements on configuration for security related events
The capability to configure the NFs shall be supported.
The Management entity in charge of configuring the NFs shall support configuring the security related events for event detection and for events delivery.
The Management entity in charge of configuring the NFs shall support activating and deactivating the security related events detection and delivery. 
NOTE1: The security related events to be configured are specified in clause 6.
NOTE 2: The structure of the information elements included in the configuration is part of stage 3 protocol design. 
It shall be possible to configure the NF to stop sending events in case of overload at the Security related events collection entity.
NOTE 3:	There is a risk that there is a DoS attack to the Security release event collections entity which can be mitigated by throttling or disabling event reporting. 
The 5G system shall support mutual authentication between the 5GC NF (for configuration/activation of the functionality) and the Management Entity in charge of the configuration/activation of the events.
Authorization to the Management Entity in charge of the configuration/activation of the events shall be supported.
The 5G system shall support integrity protection, replay protection and confidentiality protection for communication between the 5GC NF and the Management Entity in charge of the configuration/activation of the events.
Editor’s Note: Separation of the configuration for security related events from other management related configurations is for further discussion.NOTE: The configuration of the security related events is specified in TS 28.570[y]

Editor’s Note: These requirements and whether additional requirements are needed is FFS.
[bookmark: _Toc214896216][bookmark: _Toc214896448][bookmark: _Toc197526072]5.4	Requirements on delivery of security related events
The delivery of security related events shall be protected against unauthorized parties. Mutual authentication shall be supported between the end entities of such a delivery.
The delivery of security related events shall be confidentiality, integrity and replay protected.
The delivery of the security related events should be separate from other 5G system traffic.
NOTE: The separation of the delivery depends on regional constraints and/or operator needs. How the separation is achieved is part of the stage 3 work.
Editor’s Note: How to deliver the security events is to be defined by SA5 and/or CT groups. 
[bookmark: _Hlk214567281]5.5		Other requirements
The security related events collection entity shall have access to overload related information of the NF. 
NOTE 1: 	Overload related information of the NF can be available through the O&M FM/PM (Fault Management / Performance Management) northbound interfaces.
The security related events collection entity shall have access to configuration related information of the NF. 
Editor’s Note: The above requirement needs to be refined.
NOTE 2: 	Configuration related information of the NF can be available through the O&M CM (Configuration Management) northbound interfaces.
* * * Next Change * * * *
[bookmark: _Toc214896217][bookmark: _Toc214896449]6	Security related Events
Editor’s Note: This clause addresses the list and description of the events as well as naming convention for the events.
[bookmark: _Toc214896218][bookmark: _Toc214896450]6.1	General
The security related event consists of two parts: common information elements, and specific information elements. The common information elements are specified in section 6.2, and specific information elements are specified in separated clauses.
[bookmark: _Toc214896219][bookmark: _Toc214896451]6.2		Common information elements
The common information elements for all security related events shall consist of the following:
· Event number: A number identifying the event;
· Event name: The name of the event in a human-readable format; e.g., "malformed message"
· Event code: A machine-readable name for the event
· Event Source: Identification of the NF generating the event;
· Event timestamp.
NOTE: The identification of events and the format of the information elements is part of the stage 3 design.

[bookmark: _Toc214896220][bookmark: _Toc214896452]6.3		Security events related to malformed messages
The NF collects information on the SBA layer about malformed messages it receives that deviate from the 3GPP specified messages or are considered invalid according to the protocol specification and network state.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Message: Security related information about the malformed message which triggers event.
NOTE 1: Including the whole malformed message could lead to DoS at the Security related events collection entity if the malformed message is very large.
· Message type: The type of message represents service operation.
· NF Consumer (optional): Identification of the NF where such malformed message originated.

NOTE 2: The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included, the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  

[bookmark: _Toc214896221][bookmark: _Toc214896453]6.4		Security events related to Authorization Failure
The NF collects information about failed authorization attempts from inbound connections on the SBA layer.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Message: Security related information about the full message which fails to pass authorization.
NOTE 1: Including the whole unauthorized message could lead to DoS at the Security related events collection entity if the unauthorized message is very large.
· NF Consumer (optional): Identification of the NF where the unauthorized message originated.

NOTE 2: The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included, the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  

[bookmark: _Toc214896454]6.5		Security events related to Authentication Failure
The NF collects information about failed authentication attempts from inbound connections on the SBA layer.
When the failed authentication attempt is at the TLS layer, in addition to the information elements of clause 6.2, this type of events should include the following:
-	Error details: Additional information about the authentication failure if available, e.g. error message received from the TLS stack or vendor specific information. 
When the indirect NF communication mode is used, and when CCA (clause 13.3.8 in TS 33.501[3]) is used, an NF can detect an authentication failure at application layer and can reply with an HTTP status code 403 including the cause "CCA_VERIFICATION_FAILURE" or "TOKEN_CCA_MISMATCH ". Along with the reply, the NF can generate an authentication failure event with the following additional information apart from the common information elements in clause 6.2:  
-	Message: Full message which fails to pass authentication at application layer.
- 	NF Consumer (optional): Identification of the NF where the unauthenticated message originated
Editor's Note: Details of the security related event for the CCA verification are FFS.
Editor's Note: How the NF Consumer is determined when the 3gpp-Sbi-NF-Peer-Info header is not included is FFS.
NOTE:	The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included , the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  
[bookmark: _Toc214896222][bookmark: _Toc214896455]6.6		Security events related to massive number of incoming messages
The massive number of incoming messages event may be detected when an NF, including SCP and SEPP, issues a number of HTTP status code 429 or HTTP status code 503 responses to a requesting/notifying NF, or includes the OCI header in a response to a requesting or notifying NF.
Editor’s Note: The security event using HTTP related error codes are FFS
NOTE 1: The event can be detected after a number of overload conditions have been reported (with HTTP 429, 503 or including OCI) during a predefined period of time. The behaviour of NF producers on overload condition is implementation specific so, this event generation is left to implementation and operator policy. 
· In addition to the information elements of clause 6.2, this type of events shall include the following: Message: The incoming request message which triggered status code 429, 503, or Overload Control Information.
· Message type: NF service operation that originated the overload response 
· Event Source Response: The response generated by the NF Service Producer with problem details (e.g. status code 429, 503, or Overload Control Information).
· NF consumer (optional): Identification of the NF where the message originates.
NOTE 2:	The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included, the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  
[bookmark: _Toc214896223][bookmark: _Toc214896456]6.7	Security events related to SBA parameters configuration
An NF configuration is received in which related SBA level parameters are changed/updated. 
Editor’s Note: This event including its details is for FFS.


* * * End of Changes * * * *




