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Comments
Some examples given in execution step 4 (for triggering DRB reuse) may only be possible to execute on some implementations of the network product under test. See TS 23.502, clauses 4.3.4.2, 4.3.3.2, 4.3.7
It may be helpful for the tester, if the vendor provides an out-of-band configuration or test mode to trigger the DRB ID reuse.

* * * First Change * * * *
[bookmark: _Toc35529588][bookmark: _Toc35529498][bookmark: _Toc26876868][bookmark: _Toc19696874]4.2.2.1.13	Key refresh at the gNB
Requirement Name: Key refresh at the gNB
Requirement Reference: TS 33.501 [2], clause 6.9.4.1; TS 38.331 [6], clause 5.3.1.2 
Requirement Description: Key refresh is possible for KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int (if available), and is to be initiated by the gNB/ng-eNB when a PDCP COUNTs are about to be re-used with the same Radio Bearer identity and with the same KgNB. as specified in TS 33.501 [2], clause 6.9.4.1.
The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs, and multiple termination point changes for RLC-UM bearers and multiple termination point changes for RLC-AM bearer with SN terminated PDCP re-establishment (COUNT reset) due to SN only full configuration whilst the key stream inputs (i.e. bearer ID, security key) at MN have not been updated. In order to avoid such re-use, the network e.g. uses different RB identities for RB establishments, change the AS security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition as specified in TS 38.331 [6], clause 5.3.1.2.
Threat References: TR 33.926 [5], clause D.2.2.7 Key Reuse
Test Case: 
Test Name: TC_GNB_KEY_REFRESH_DRB_ID
Purpose:
Verify that the gNB performs KgNB refresh when DRB-IDs are about to be reused under the following conditions:  
-	the successive Radio Bearer establishment uses the same RB identity while the PDCP COUNT is reset to 0, or
-	the PDCP COUNT is reset to 0 but the RB identity is increased after multiple calls and wraps around.
Pre-Conditions:
-	Test environment with The UE, which may be simulated
-	test environment with one of the following setups:
-	AMF and SMF, may be simulated  (applicability depends on implementation)
-	IMS, may be simulated.

Execution Steps
1) The tester triggers the gNB to send the AS Security Mode Command message to the UE.
2)	The UE responds with the AS Security Mode Complete message.
3)	A DRB is set up.
4)	The tester sets up and tears down the DRB for multiple times within one active radio connection without the UE going to idle (e.g. by triggering the UE to make multiple IMS calls, or or by triggering the SMF to request PDU session modification and deactivation via the AMF), until the DRB ID is reused.
NOTE:	Depending on the implementation, PDU session modification/deactivation can release active radio connection. In that case, the test can require either IMS session and data session to setup/teardown that triggers DRB release/re-establishment.
Expected Results:
Before DRB ID reuse, the gNB takes a new KgNB into use by e.g. triggering an intra-cell handover or triggering a transition from RRC_CONNECTED to RRC_IDLE or RRC_INACTIVE and then back to RRC_CONNECTED.
NOTE:	Random Access Procedure defined in clause 9.2.6 of TS 38.300[8] runs in the above procedures.
Expected format of evidence:
Part of log that shows all the DRB identities and the corresponding procedure. This part can be presented, for example, as a screenshot.
* * * End of Changes * * * *

