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==============First change==============
[bookmark: _Toc202450219]18.2.3	Using Forwarded mode 
When the end-to-end traffic is using QUIC, the Forward Mode in draft-ietf-masque-quic-proxy [126] can be used as an optimisation. In forward mode, end-to-end QUIC packets can be sent in parallel to the tunnel, which has the benefit of not having to encrypt the e2e encrypted data twice, see Figure 18.2.3-1. In case this option is used, forwarded packets are transformed with a packet transform mechanism that is negotiated in the CONNECT request. For XRM data, a packet transform is used where the media related information is protected and appended to the packet. The AS shall append and encrypt the media related information according to the negotiated transform, the UPF shall decrypt and consumes the media related information and removes it before forwarding the end-to-end packet towards the UE. 
The QUIC aware Forwarded mode [126] negotiates a packet transform that modifies the packet in addition to the minimal necessary to make the forwarding work. In the QUIC-aware Forwarded mode the AS proxy replaces the Connection ID (CID) field with the virtual CID (VCID) field and rewrites the IP/UDP header so that the packet arrives at the tunnel endpoint (UPF). More details on how the vCID is created is provided in clause 18.2.7.
NOTE 1: 	The transform has a dedicated encryption mode. Cipher algorithm agility is handled by defining a new packet transform name indicating a different cipher algorithm.
The defined packet transform below is named 3GPP_XRMMRI_AESCCM_8 in the extended connect HTTP request negotiating the Forward Mode. 
Editor’s note: The transformation label 3GPP_XRM_AESCCM_8 needs to be registered in IANA.
The packet transform needs to add the following data:
Media related information (MRI) Length field: The length of the protected Media related information (including integrity tag).
Nonce Counter field: Contains the 16-bit least significant bits of a 64-bit counter used to construct the nonce to the AEAD protection. The 64-bit counter is incremented with one for each payload protected by the transform for the current VCID. The 64-bit counter is initialized to zero (0) for each VCID. For more information about the counter, see clause 18.2.6.
Protected Media related information: The N bytes of AEAD output after protection operation using the below defined AEAD algorithm. 
If there is no Media related information, the transform shall set the length field to zero (0), and no other additional fields (Counter LSB or Media related information) are inserted into those packets.



Figure 18.2.3-1: Overview of the connect-UDP Forward mode architecture for protection of XRM Media related information
[bookmark: _Toc202450221]==============Next change==============
18.2.5	Key derivation in the Forwarded mode
The keys shall be extracted from the QUIC connection between UPF and AS proxy using the TLS 1.3 key exporter defined in RFC 8446 [77]. 
The following input shall be used for the TLS 1.3 key exporter: 
Label: 'EXPORTER_3GPP_XRMMRI_AESCCM_8'
Editor's Note: The TLS Exporter label EXPORTER_3GPP_XRMMRI_AESCCM_8 needs to be registered in IANA.
Context_value: The VCID value || The forty (40) most significant bits of the counter
Key_length: 16 bytes
To ensure that the key invocation limit for the XRM meta data protection is not reached, a new key shall be exported every 2^24 invocations. This is well within the current recommended limit of 2^61 blocks [129].
[bookmark: _Toc202450222]==============Next change==============
18.2.6	Nonce and counter values in the Forwarded mode
For each invocation of AES, a 96 bit nonce shall be created by concatenating the last (rightmost) 32 bits of the VCID (VCID’) with the 64-bit counter C: VCID’||C.
To maintain synchronization even for large burst losses of XRM transformed packets, the full 64-bit counter is sent every time the 16-bit Least Significant Bit counter wraps. The counter is sent reliably on the corresponding HTTP/3 request QUIC stream.
The receiver of the transformed packet, i.e. the UPF for AS to UE traffic, shall perform replay protection to ensure that each 64-bit counter is only accepted once. In case the receiver detects reuse of the counter, the e2e packet shall be discarded (i.e. not forwarded).  
==============End of change==============
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