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1
Decision/action requested

It is proposed to approve this pCR of new sol on KI#1.
2
References

[1]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
3
Rationale

It is proposed to approve this pCR of new sol on security for UE-deployed API invoker accessing other UEs’ resources of a group.
4
Detailed proposal

* * * First Change * * * *

6
Proposed solutions

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3

	Solution #Y
	X
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


* * * Second Change * * * *

6.Y
Solution #Y: Supporting Group Authorization based on authorization information provided by GRO
6.Y.1
Introduction 

This solution aims to address KI#1 to support authorization of a UE-hosted API invoker accessing resources owned by other UEs that belong to the same group.
The solution proposes to reuse the TS 33.122 [x] clause 6.5.3 with the following enhancement:

1) Authorization information provided by GRO(for simplicity called GRO authorization information) additionally includes the group identifier and a description of which UEs’ resources within a group the API invoker on one UE can access. CCF uses the group identifier in the GRO authorization information (assumed to be GID1) and the group identifier received from the API invoker to find the correct authorization information, i.e., the GRO authorization information identified by GID1.
2) CCF authorizes the API invoker based on GRO authorization information locally available.
6.Y.2
Solution details

The authorization information provided by GRO(for simplicity called GRO authorization information) is transferred between the ROF and the CCF via the secure CAPIF-8 reference point.
The GRO authorization information contains the same information of authorization information specified in TS 33.122 6.5.3.1, as well as the group identifier and a description of which UEs’ resources within a group the API invoker on one UE can access. CCF uses the group identifier in the GRO authorization information (assumed to be GID1) and the group identifier received from the API invoker to find the correct authorization information, i.e., the GRO authorization information identified by GID1.
If using oauth client credential flow, the CCF checks whether the API invoker deployed in UE-2 is entitled to consume the API and allowed to access the resources of UE-1 of the same group based on GRO authorization information locally available.
If using authorization code (optional PKCE) flow, the CCF checks whether the API invoker deployed in UE-2 is entitled to consume the API and allowed to access the resources of UE-1 of the same group based on GRO authorization information locally available at the execution time of issuing the authorization code.
6.Y.3
Evaluation

TBD
* * * End of Change * * * *

