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Comments
[bookmark: _Hlk210233238][bookmark: OLE_LINK2][bookmark: OLE_LINK3]As in KI#2 Support of DO-A Capable AIoT Devices in TR 23700-30, SA2 has been studying the architecture enhancement to support DO-A (Device-originated - autonomous) capable device, including how the AIoT Device informs the network of its presence autonomously (e.g., an AIoT Device initiated registration-like procedure), whether and how to enhance the Inventory and Command procedures defined in TS 23.369 to support DO-A capable AIoT Devices. The original texts in this KI was limited to ID protection for DO-A procedure, however, it does not extend to cover the Inventory and Command procedures for DO-A capable device. Therefore, it is necessary to update the KI.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc104221074][bookmark: _Toc167405387][bookmark: _Toc180278707][bookmark: _Toc180278883][bookmark: _Toc180279147][bookmark: _Toc180279621][bookmark: _Toc182841058][bookmark: _Toc182899138][bookmark: _Toc199248701][bookmark: _Toc211880026][bookmark: _Hlk209199047] 4.4	Key Issue #4: DO-A capable AIOT device ID protection in DO-A procedure
[bookmark: _Toc104221075][bookmark: _Toc167405388][bookmark: _Toc180278708][bookmark: _Toc180278884][bookmark: _Toc180279148][bookmark: _Toc180279622][bookmark: _Toc182841059][bookmark: _Toc182899139][bookmark: _Toc199248702][bookmark: _Toc211880027][bookmark: _GoBack]4.4.1	Key issue details
[bookmark: _1fob9te]For AIoT device type 1, all communications between the network and the AIOT device are initiated by the network. Unlike AIOT device type 1, the DO-A AIOT device could autonomously initiates communication by sending a message to the network. Due to this change, privacy mechanisms specified in TS 33.369[8] for AIOT device type 1 may not be feasible for DO-A AIOT devices. Therefore, mechanisms for privacy of device ID of DO-A AIOT device contained in the message(s) exchanged between the device and the network should be studied.  
[bookmark: _Toc104221076][bookmark: _Toc167405389][bookmark: _Toc180278709][bookmark: _Toc180278885][bookmark: _Toc180279149][bookmark: _Toc180279623][bookmark: _Toc182841060][bookmark: _Toc182899140][bookmark: _Toc199248703][bookmark: _Toc211880028]4.4.2	Threats
An attacker can identify, monitor and track a DO-A AIoT devices based on the identifiers associated with the AIoT device if the identifiers are not privacy protected.
[bookmark: _Toc104221077][bookmark: _Toc167405390][bookmark: _Toc180278710][bookmark: _Toc180278886][bookmark: _Toc180279150][bookmark: _Toc180279624][bookmark: _Toc182841061][bookmark: _Toc182899141][bookmark: _Toc199248704][bookmark: _Toc211880029]4.4.3	Potential security requirements
The 5G system shall support mechanisms to prevent privacy threats (e.g., identifying, linking, and tracking) against the identifier of the DO-A capable AIOT device(s).

* * * End of Change * * * *
