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Comments
The definition of AEAD-standalone co-existence is added in Clause 3.
This contribution proposes to add general principle for AEAD inputs.

* * * First Change * * * *
[bookmark: _Toc214964897][bookmark: _Toc214972498][bookmark: _Toc214974794][bookmark: _Toc211866790][bookmark: _Toc214964837][bookmark: _Toc214972434][bookmark: _Toc217054182]6.Y	Solution Y: General principle for the AEAD inputs
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc211866807][bookmark: _Toc214964898][bookmark: _Toc214972499][bookmark: _Toc214974795]6.Y.1	Introduction
This solution addresses the key issue #2.
[bookmark: _Toc211866808][bookmark: _Toc214964899][bookmark: _Toc214972500][bookmark: _Toc214974796]6.Y.2	Solution details
When AEAD algorithms are used for NAS, AS and UP security, the following general principle applies for mapping protocol fields to AEAD inputs:
-	Information that requires both confidentiality and integrity protection shall be treated as plaintext (P) and be encrypted and authenticated by the AEAD algorithm.
-	Information that requires integrity protection but does not require confidentiality (e.g. needs to remain visible for intermediate processing or interoperability reasons) shall be treated as Additional Authenticated Data (AAD) and be authenticated but not encrypted.
-	Information that requires confidentiality protection only and does not require integrity protection may be treated as plaintext (P) while omitting the use of the authentication tag.
-	Information that does not require either confidentiality or integrity protection need not be included in the AEAD inputs.
The detailed assignment of individual information elements to P or AAD, and the decision whether an “encryption‑only” or “integrity‑only” mode is acceptable for a given procedure, may depend on the specific protocol and on operator policy.
[bookmark: _Toc211866809][bookmark: _Toc214964900][bookmark: _Toc214972501][bookmark: _Toc214974797]6.Y.3	Evaluation
TBD
Editor’s Note: Place holder for an evaluation if necessary.

* * * Next Change * * * *

[bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc180278736][bookmark: _Toc180278912][bookmark: _Toc180279176][bookmark: _Toc180279650][bookmark: _Toc182841087][bookmark: _Toc182899167][bookmark: _Toc199248738][bookmark: _Toc211866805][bookmark: _Toc214964856][bookmark: _Toc214972453][bookmark: _Toc214974749]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution 1: NAS and AS SMC enhancement with AEAD
	X
	
	
	
	

	Solution 2: enhancement for security mode command
	X
	
	
	
	

	Solution 3: NAS SMC enhancement to support AEAD algorithms
	X
	
	
	
	

	Solution 4: AEAD Algorithm negotiation
	X
	
	
	
	

	Solution 5: AEAD algorithm negotiation
	X
	
	
	
	

	Solution 6: AEAD algorithms negotiation
	X
	
	
	
	

	Solution 7: AEAD key usage for NAS and AS algorithm
	
	X
	
	
	

	Solution 8: Input & output definition
	
	X
	
	
	

	Solution 9: Interface of AEAD
	
	X
	
	
	

	Solution 10: Creation of EXTRA_IV
	
	X
	
	
	

	Solution 11: Key Derivation for NAS and AS AEAD
	
	
	X
	
	

	Solution Y: General principle for the AEAD inputs
	
	X
	
	
	




* * * End of Changes * * * *

