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Comments
The MIKEY-SAKKE Identity Based Encryption scheme in RFC 6509 is not expected to be updated by IETF. Whilst there are academically studied alternatives dating back over a decade, these have not reached the same levels of standardization as ML-KEM and its stable-mates.
This presents an issue for Mission Critical Services, specifically for off-network communications of any MIKEY-SAKKE protected/signed messages which could be intercepted by a passive attacker. The situation is less dire for on-network communications if they are protected by a second encryption layer. For example, a UE connecting to the SIP server to upload a CSK protected by MIKEY-SAKKE establishes a connection with the MCX system for the transaction secured per TS 33.203 with IPsec and keys derived from the IMS AKA. Furthermore, on-network access is limited to authenticated users
If we work under the assumption that all other cryptography has been migrated to PQ algorithms, this represents a significant mitigation for on-network Mission Critical. Some of this can be applied to off-network communications to, for example by requiring the security context to have been established on-network.
As there is no immediately available PQ standardized alternative, we propose continuing to study the threats, risks, short-term mitigations and long-term solutions to this problem. 
In order not to delay the migration planning for the 3GPP system – which is crucial for the MCX system too – we can consider doing this under an appropriate MC work item. 

* * * FirstOnly Change * * * *
[bookmark: _Toc211892431][bookmark: _Toc211951725][bookmark: _Toc211952267]7.1.3	MIKEY-SAKKE key exchange
DRAFTING NOTE, WILL BE DELETED – THERE ARE NOW NO CHANGES TO THIS CLAUSE AND IN THE CLEAN VERSION OF THIS pCR THERE WILL NOT BE THIS FIRST CHANGE, JUST THE INTRODUCTION OF A NEW SOLUTION. THIS TEXT REMAINS TO SHOW THE READER WHAT WAS ORIGINALLY PROPOSED
MIKEY-SAKKE is a key exchange method specified in the IETF RFC 6509 [6]. As described in TR 33.938 [2], it is used in the 3GPP system to securely transport cryptographic keys for Mission Critical Services [3]. It employs asymmetric cryptography for  key distribution. 

Assuming MIKEY-SAKKE will not be updated by IETF with PQC algorithms,  alternative  solutions should be studied for MIKEY-SAKKE due to post-quantum threats to existing signature schemes.
* * * Second Change * * * *
7.2.2 Solutions for MIKEY-SAKKE
7.2.2.Y Solution Y for MIKEY-SAKKE: mitigate
7.2.2.Y.1 Introduction
There are a number of existing mitigations built into the Mission Critical system. Pending development of a post-quantum replacement for MIKEY-SAKKE it is possible these offer sufficient mitigation for threats, in particular harvest-now-decrypt-later. This is not proposed as a long term migration plan. That will require either a PQ identity based encryption scheme standard or a re-architecting the Mission Critical system.
7.2.2.Y.1 Details
In the on-network case, MIKEY-SAKKE key exchanges are protected by one or more layers of additional cryptographic protections as specified by clauses 5 and 6 in TS 33.180 [3]. Assuming these protocols, e.g. IPsec, are migrated to quantum-safe alternatives, this mitigates the risk of a passive attacker being able to harvest keys from the UE-to-MCX server interface. 
There are further built-in protections for on-network access such as secure authentication to the network which further limit what an adversary can do with a forged signature on an I_MESSAGE.
Internal MCX interfaces over which I_MESSAGEs may be transferred may be protected by mTLS. This is currently optional but could be made mandatory.
It is also possible to re-use a security context established on-network when communicating off-network. Deployments could consider prohibiting off-network exchanges as one mitigation without further changes to the protocol.
All of the above is either within the standard already, or a configuration/policy for the UE. Further mitigations could be developed either as part of the standards or as informative text. There is a gap in the off-network case however this is currently out of scope.
Editor’s Note: Whether further mitigations for the off-network case can be considered is FFS.


7.2.Y.3 Evaluation
Editor’s Note: This clause is FFS


* * * End of Changes * * * *
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