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Comments
It is important to avoid that an adversary can use the security related events handling mechanisms for a DoS attack on the Security related events collection entity. Therefore, the following updates are proposed. The main intention with this contribution is to make SA3 aware of the issue.

* * * First Change * * * *
[bookmark: _Toc207788094][bookmark: _Toc197526070][bookmark: _Toc207788095][bookmark: _Toc197526072]5.3	Requirements on configuration for security related events
The capability to configure the NFs shall be supported.
Editor’s Note: The detailed set of information elements and reporting type to include for configuration is for further discussion.
It shall be possible to configure the NF to stop sending events in case of overload at the Security related events collection entity.
NOTE:	There is a risk that there is a DoS attack to the Security release event collections entity which can be mitigated by throttling or disabling event reporting.   
The 5G system shall support mutual authentication between the 5GC NF (for configuration/activation of the functionality) and the Management Entity in charge of the configuration/activation of the events.
Authorization to the Management Entity in charge of the configuration/activation of the events shall be supported.
The 5G system shall support integrity protection, replay protection and confidentiality protection for communication between the 5GC NF and the Management Entity in charge of the configuration/activation of the events.
Editor’s Note: Separation of the configuration for security related events from other management related configurations is for further discussion.
Editor’s Note: These requirements and whether additional requirements are needed is FFS.
* * * Next Change * * * *
6.3		Security events related to malformed messages
The NF collects information on the SBA layer about malformed messages it receives that deviate from the 3GPP specified messages or are considered invalid according to the protocol specification and network state.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Message: Security related information about Tthe malformed message which triggers event.
NOTE x:	Including the whole malformed message could lead to DoS at the Security related events collection entity if the malformed message is very large.
· Message type: The type of message represents service operation.
· NF Consumer: Identifier for the NF where such malformed message originated, e.g., NF instance ID.
Editor’s Note: Message type, NF Consumer and any other IEs are FFS.

* * * Next Change * * * *
6.4		Security events related to Authorization Failure
The NF collects information about failed authorization attempts from inbound connections on the SBA layer.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Message: Security related information about the Ffull message which fails to pass authorization.
NOTE x:	Including the whole unauthorized message could lead to DoS at the Security related events collection entity if the unauthorized message is very large.
· NF Consumer: Identifier of the NF where the unauthorized message originated, e.g., NF Instance ID.
Editor's Note: NF consumer and any other IEs are FFS.

* * * End of Changes * * * *

