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Comments
The document proposes a new solution to address KI#3.

* * * First Change * * * *
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This solution is addressing KI#3 by enhancing authorization mechanism to validate the purpose for retrieving the information. The solution proposes to enhance the already existing mechanisms available in CAPIF ecosystems, i.e., the access token as part of RNAA procedure. 
After authentication between the CCF and the API Invoker, the latter will include the required additional information to CCF during the Access token Request. The API Invoker will include in the scope parameter more authorization details that allow to distinguish. 
When the verification is completed, the CCF will include the authorization details, together with the purpose, into the access token returned to the API Invoker.
The previously provided access token will allow the AEF to correctly authorize, or deny, the request by enhancing the mechanism already available to AEF. 
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6.Y.2.1 Authorization provisioning



 Pre-requisites:
CAPIF-1e authentication and secure session establishment is performed as specified in subclause 6.3.1 of 33.122. 
1. After successful establishment of TLS session over CAPIF-1e, the API invoker shall send an Access Token Request message to the CAPIF core function with the new details, i.e., including the purpose of the request. 
2. The CAPIF core function shall verify the Access Token Request message, by checking the allowed purpose for the specific API Invoker.
NOTE: it is assumed that CCF is aware of the purposes that the various API will support.
3. The CCF will generate the access token including the purposes for which the API Invoker is allowed to request the data.
4. After establishing the secure session with the AEF, the API Invoker will send the service request to the AEF by including the purpose of requesting the resources.
Editor’s Note: whether the purpose of the request should also be included in the request is ffs. 
5. 6. In addition to traditional checks, AEF will also verify that the purposes included in the token are the same of the one in the service request.  After successful authorization, the AEF will reply with the requested information.
6.Y.2.2 Revocation procedure
Release 19 defined the procedure to revoke RNAA token. Reusing the same procedure, i.e., sending the access token as part of the Revoke_Authorization service operation, will allow to revoke the purpose specific token.
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